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QUESTION 1

You will need to configure virtual servers in different cookie domains for protection by the Web Agent. You want to
configure the Web Agent to identify the cookie domain of an incoming request based on the incoming host header.
Which action do you need to perform?

A. Set CookieDomain to none.

B. Set CookieDomainScope to 1.

C. Set CookieDomainScope to auto.

D. Set CookieDomain to .forward.com.

Correct Answer: A

QUESTION 2

When you install a CA SiteMinder Policy Server, you need to configure two service accounts. Which service account
has privileges to create, read, modify, and delete objects in the IDAP tree underneath the policy store root object?

A. smHOST

B. DN System

C. Administrative DN

D. Database Administrative Account

Correct Answer: C

QUESTION 3

Two features of global policies are:

A. they are different for each domain and apply to users in all user directories.

B. they are different for each domain and apply only to a single user directory.

C. they belong to a generic global domain and apply to users in all user directories.
D. they belong to a generic global domain and apply only to a single user directory.

Correct Answer: C
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QUESTION 4

Which feature characterizes Policy Server clusters?

A. They have a default failover thresholDof 50%.

B. They are defined as part of a Host Configuration Object (HCO).

C. They include a secure network channel between all Policy Servers and the Monitor processes.
D. For distributed monitoring, each Policy Server monitors all the other Policy Servers in the cluster.

Correct Answer: B

QUESTION 5

In which circumstances do you need a customized .unauth file on a Web Agent server?
A. If you are collecting optional attributes

B. If the .fee file does NOT use the smerrorpage directive

C. If you are extending .fee pages using jsps or .asps scripts

D. If you are NOT using Secure Sockets Layer (SSL) protection

Correct Answer: B

QUESTION 6

The SMAUTHREASON parameter holDs the reason code associated with a login failure. What does
SMAUTHREASON=7 signify?

A. User disabled

B. Unknown user

C. Password Expired

D. Password must change

Correct Answer: A

QUESTION 7
What is the effect of setting only the PersistentCookies parameter to Yes?

A. All cookies will be persistent.
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B. TransientIDCookies are set to No.
C. SMSESSION cookies will be persistent.
D. SMIDENTITY cookies will be persistent.

Correct Answer: C

QUESTION 8

Which log file holDs log records for the CA SiteMinder user interface (Ul)?
A. SiteMinder trace log

B. Application Server log

C. SiteMinder web agent log

D. SiteMinder Policy Server log

Correct Answer: B

QUESTION 9

Which feature applies to application roles?

A. They are limited to a single directory or directory type.

B. They define which resources, or group of resources, an application can access.

C. They are a logical representation of a resource and how CA SiteMinder protects it.

D. They define a set of users who have access to an application resource or a group of application resources.

Correct Answer: D

QUESTION 10

To fully utilize CA SiteMinder password services, what do you need to utilize in the user directory store?
A. Replication

B. A read only account

C. Access Control Lists (ACLS)

D. An administrator account with read/write capabilities

Correct Answer: D
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