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QUESTION 1

Which of the following are advantages of the AWS Cloud? (Select TWO.) 

A. AWS management of user-owned infrastructure 

B. Ability to quickly change required capacity 

C. High economies of scale 

D. Increased deployment time to market 

E. Increased fixed expenses 

Correct Answer: BC 

In the 6 advantages of Cloud : 

C. Economy at scale: You profit of massive aggregation of resources consumed by all customers on the AWS platform 

B. Rapidity and Agility. 

 

QUESTION 2

A company wants to focus on business activities instead of managing compute and capacity. 

Which AWS service can be used to automatically add or remove Amazon EC2 instances based on demand? 

A. Elastic Load Balancer 

B. Amazon EC2 Auto Scaling 

C. Amazon Route 53 

D. Amazon CloudFront 

Correct Answer: B 

 

QUESTION 3

Where are AWS compliance documents, such as an SOC 1 report, located? 

A. Amazon Inspector 

B. AWS CloudTrail 

C. AWS Artifact 

D. AWS Certificate Manager 

Correct Answer: C 
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Reference: https://aws.amazon.com/compliance/soc-faqs/ 

 

QUESTION 4

Which pillar of Vie AWS Well-Architected Framework is focused on the ability of a workload lo perform its intended
function correctly and consistently at the expected time? 

A. Performance efficiency 

B. Operational excellence 

C. Reliability 

D. Security 

Correct Answer: C 

 

QUESTION 5

Which AWS tool will identify security groups that grant unrestricted Internet access to a limited list of ports? 

A. AWS Organizations 

B. AWS Trusted Advisor 

C. AWS Usage Report 

D. Amazon EC2 dashboard 

Correct Answer: D 

Reference: https://www.cloudconformity.com/knowledge-base/aws/EC2/security-group-egress-any.html 

 

QUESTION 6

Which option is a perspective that includes foundational capabilities of the AWS Cloud Adoption Framework (AWS
CAF)? 

A. Sustainability 

B. Performance efficiency 

C. Governance 

D. Reliability 

Correct Answer: C 

 

QUESTION 7
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Given the source code for an AWS Lambda function in the local file store, py containing a handler function called
get_store and the following AWS CloudFormation template: 

What should be done to prepare the template so that it can be deployed using the AWS CLI command aws
cloudforroation deploy? 

A. Use aws cloudformacion compile to base64 encode and embed the source file into a modified CloudFormation
template. 

B. Use aws cloudformacion package to upload the source code to an Amazon S3 bucket and produce a modified
CloudFormation template 

C. Use aws lambda zip to package the source file together with the CloudFormation template and deploy the resulting
zip archive 

D. Use aws serveriess create-package to embed the source file directly into the existing CloudFormation template 

Correct Answer: B 

 

QUESTION 8

Which of the following is an AWS Cloud architecture design principle? 

A. Implement single points of failure. 

B. Implement loose coupling. 

C. Implement monolithic design. 

D. Implement vertical scaling. 

Correct Answer: B 

Loose coupling between services can also be done through asynchronous integration. It involves one component that
generates events and another that consumes them. The two components do not integrate through direct point-to-point
interaction, but usually through an intermediate durable storage layer. This approach decouples the two components
and introduces additional resiliency. So, for example, if a process that is reading messages from the queue fails,
messages can still be added to the queue to be processed when the system recovers. 

Reference: https://www.botmetric.com/blog/aws-cloud-architecture-design-principles/ 

 

QUESTION 9
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What is the LEAST expensive AWS Support plan that provides the full set of AWS Trusted Advisor best practice checks
for cost optimization? 

A. AWS Enterprise Support 

B. AWS Business Support 

C. AWS Developer Support 

D. AWS Basic Support 

Correct Answer: B 

 

QUESTION 10

Which AWS services can be used to provide network connectivity between an on-premises network and a VPC?
(Choose two.) 

A. Amazon Route 53 

B. AWS Direct Connect 

C. AWS Data Pipeline 

D. AWS VPN 

E. Amazon Connect 

Correct Answer: BD 

Reference: https://aws.amazon.com/directconnect/faqs/ 

 

QUESTION 11

Which benefit of cloud computing gives a company the ability to deploy applications to users all over the world through a
network of AWS Regions, Availability Zones, and edge locations? 

A. Economy of scale 

B. Global reach 

C. Agility 

D. High availability 

Correct Answer: B 

 

QUESTION 12

A developer wants AWS users to access AWS services by using temporary security credentials. Which AWS service or
feature should the developer use to provide these credentials? 
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A. IAM policies 

B. IAM user groups 

C. AWS Security Token Service (AWS STS) 

D. AWS IAM Identity Center (AWS Single Sign-On) 

Correct Answer: C 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html 

You can use the AWS Security Token Service (AWS STS) to create and provide trusted users with temporary security
credentials that can control access to your AWS resources. 

 

QUESTION 13

Which guidelines are key AWS architectural design principles? (Choose two.) 

A. Design for fixed resources. 

B. Build scalable architectures. 

C. Use tightly coupled components. 

D. Use managed services when possible. 

E. Design for human interaction 

Correct Answer: BD 

Reference: https://www.botmetric.com/blog/aws-cloud-architecture-design-principles/ 

 

QUESTION 14

Which AWS service uses a combination of publishers and subscribers? 

A. AWS Lambda 

B. Amazon Simple Notification Service (Amazon SNS) 

C. Amazon CloudWatch 

D. AWS CloudFormation 

Correct Answer: B 

 

QUESTION 15

A user is running an application on AWS and notices that one or more AWS-owned IP addresses is involved in a
distributed denial-of-service (DDoS) attack. Who should the user contact FIRST about this situation? 
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A. AWS Premium Support 

B. AWS Technical Account Manager 

C. AWS Solutions Architect 

D. AWS Abuse team 

Correct Answer: D 

Reference: https://aws.amazon.com/premiumsupport/knowledge-center/report-aws-abuse/ 
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