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QUESTION 1

If you install Alibaba Cloud Security Center client on a non-Alibaba Cloud server, which of the following statements
allows you to check the server-related reports on the Security Center? 

A. Associate the Security Center client with your Alibaba Cloud official website account. 

B. Security Center does not support non-Alibaba Cloud servers 

C. You need to manually install the agent on the external server, and use a verification key to associate it with your
account 

D. You cannot check the reports on the Alibaba Cloud console. 

Correct Answer: C 

 

QUESTION 2

Alibaba Cloud Security Center can record source IP addresses that remotely access a server, and shield 

suspicious IP addresses that frequently connect to the server. During routine OandM. 

Which of the following functions can be used to set the IP address that are commonly used by the system 

administrator\\'? 

A. Security group 

B. Valid Login IP list 

C. Frequent logon location management 

D. Webshell detection 

Correct Answer: C 

 

QUESTION 3

Alibaba Cloud CloudMonitor is a service that monitors Alibaba Cloud resources and Internet applications. Which of the
following statements about CloudMonitor is accurate\\'? 

A. CloudMonitor cannot be used through the Alibaba Cloud console 

B. CloudMonitor must be independently bought and paid for activation 

C. CloudMonitor can monitor websites that are not deployed in Alibaba Cloud products. 

D. To use CloudMonitor for ECS monitoring, there no agent needs to be installed in ECS. 

Correct Answer: C 
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QUESTION 4

You applied for an SSL certificate through Alibaba Cloud\\'s SSL Certificates Service During the application, 

you selected "Manual" at the "CSR "" step. You now want to install your certificate on a server running 

Apache. 

What must you do? 

A. You must revoke your certificate and re-apply, this time choosing "Automatic" at the "CSR Generation" step.
Otherwise, the SSL certificate cannot be downloaded 

B. You can download a crt file of type "Other" from the SSL Certificates Service console, then use openssl to convert
this file to pfx format for use with Apache 

C. SSL Certificates Service doesn\\'t support the type of certificates needed by Apache. They cannot be used together 

D. You can use the "generate pfx file" function built into the SSL Certificates Service to manually generate and
download the pfx file needed by Apache 

Correct Answer: D 

 

QUESTION 5

Your applications are deployed on Alibaba Cloud ECS instances. You want to collect indicators by yourself for
application layer monitoring. Which of the following functions provided by Alibaba Cloud CloudMonitor can be used for
indicator collection, aggregation, and alerting? 

A. CloudMonitor cannot meet these requirements 

B. Cloud service monitoring 

C. Site monitoring 

D. Custom monitoring 

Correct Answer: D 

 

QUESTION 6

There is a limit on the number of Customer Master Keys (CMKs) that users can create using Key Management Service
(KMS), but users can raise this limit by submitting a support ticket to Alibaba Cloud. 

A. True 

B. False 

Correct Answer: A 
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QUESTION 7

Clean bandwidth refers to the maximum normal clean bandwidth that can be processed by Anti-DDoS Premium
instances when your business is not under attack. Make sure that the Clean bandwidth of the instance is greater than
the peak value of the inbound or outbound traffic of all services connected to the Anti-DDoS Premium instances 

If the actual traffic volume exceeds the maximum Clean bandwidth, your business may be subject to traffic restrictions
or random packet losses, and your normal business may be unavailable, slowed, or delayed for a certain period of time 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 8

Which of the following services can be protected by the Alibaba Cloud Security Center\\'s anti-brute force password
cracking function? (Number of answers 3) 

A. Windows remote desktop service (RDP) Linux remote control service (SSH) 

B. Web service (HTTP) 

C. MySQL database service SQLServer database service 

D. File transfer service (FTP) 

Correct Answer: BCD 

 

QUESTION 9

Which of the following configurations is NOT a feature provided by Alibaba Cloud Web Application Firewall product? 

A. Blocked Regions 

B. HTTP ACL Policy 

C. Data Leakage Prevention 

D. Crawler Detection 

Correct Answer: A 

 

QUESTION 10

Border Gateway Protocol (BGP) is mainly used for interconnection between autonomous systems (AS) on the Internet
It. Controlling route transmission and selecting the best route Alibaba Cloud uses a BGP multi-line access mechanism
for all its IDCs in China. Which of the followings are advantages of a BGP multi-line IDC? (Number of correct answers
2) 
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A. Larger bandwidth 

B. High-speed interconnection 

C. Low bandwidth cost 

D. Elimination of access barriers between North China and South China because China is big and North China and
South China has different telecom operators 

Correct Answer: BD 

 

QUESTION 11

More than one CNAME record is generated for the same domain name when Alibaba Cloud Anti-DDoS Premium
Service Instance is purchased for load balancing purpose. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 12

Alibaba Cloud Security\\'s Data R.sk Control can effectively resolve junk registration, database hacking, and other
service risk identification problems To use this service. you need to first collect service data. Which of the following
methods can be used to collect information off Web application systems? 

A. JavaScript 

B. SDK 

C. JavaScript, SDK 

D. HTML5 

Correct Answer: A 

 

QUESTION 13

Which of the following features are available in Alibaba Cloud Anti-DDoS Premium product? (Number of correct
answers: 3) 

A. SQL injection Attack blocking 

B. Web application layer DDoS protection 

C. Transport layer DDoS protection 

D. Malformed packets filtering 
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Correct Answer: BCD 

 

QUESTION 14

A website is built using open-source software To prevent hacker attacks and fix vulnerabilities in a timely manner, the
administrator of the website wants to use the patch management feature in Security Center. Which of the following
statements about patch management is FALSE? 

A. Before patches for most common Web vulnerabilities are released, the Alibaba Cloud Security OandM team will have
fixed the vulnerabilities using self-developed patches 

B. Rollback of Web vulnerabilities means to restore the original files, while rollback of Windows vulnerabilities means to
uninstall the patch upgrade 

C. Patch management can operate machines in batches in the cloud. For large-scale vulnerabilities, it supports one-key
patch upgrade, which is easy and convenient 

D. Vulnerabilities are automatically fixed Once a self-developed paten is released, it automatically fixes vulnerabilities
for all customers who have enabled patch management. 

Correct Answer: D 

 

QUESTION 15

Alibaba Cloud WAF identifies attacks using human/robot detection, Big Data analysis, model analysis, and other related
techniques. Which of the following CC attack defense modes does WAF provide to meet the protection requirements of
users? (Number of correct answers 2) 

A. Threat 

B. Exception 

C. Attack emergency 

D. Normal 

Correct Answer: CD 
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