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QUESTION 1

View the Server group and User Roles screen shots above.

Server Group > SG-NY Show Reference Save As Reset
Fail Through =
Servers
Name Server-Type trim-FQDN Match-Rule Actions
RadiusnN¥ Radius No Edit Dielete " ¥
New

Server Rules

Priority Attribute Operation Operand Type Action Value Validated Actions
1 Filter-1d value-of String =et role Yes Delete A v
2 Filter-1d equals employes String set role ETp Yes Delete A v

New
User Roles g
‘Name
Emp
Employes

authenticated
cpbase
default-via-role
default-vpn-role
denvyall

guest
guest-logon
logon

voice

A user associated to an SSID with 802.1x using this server group. RadiusNY returned a standard radius
attribute of filter-1d with a value of "employee".

What Role will the user get?

A. The User will get the Emp Role

B. The User will get the 802.1x authentication default Role

C. The User will get the employee Role

D. The User will get the Employee Role

E. The User will get the initial Role

Correct Answer: B

QUESTION 2

In a campus environment, where are encryption keys sent or stored when users roam between tunneled mode APs on
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the same controller using 802.1X?
A. sent to the new AP via GRE

B. sent to the new AP via IPSec

C. stored on the controller

D. stored on the RADIUS server

E. original AP sends keys to new AP

Correct Answer: C

QUESTION 3

The Aruba Policy Enforcement Firewall (PEF-NG) module supports destination network address translation (dst-nat).
Which is the default use of this statement in an Aruba controller configuration?

A. Source the IP addresses of users to specific IP address

B. Redirect HTTP sessions to Captive Portal

C. Redirect Access Points to another Aruba controller

D. Provide a telnet connection to the controller

E. Redirect a SSH session to terminate on the controller

Correct Answer: B

QUESTION 4

Which profiles are required in an AP Group to enable an SSID with VLAN 1, WPA2 and LMSIP? (Choose three)
A. Virtual-AP profile

B. WLAN profile

C. 802.1x authentication profile

D. AP System Profile

E. SSID Profile

Correct Answer: ADE

QUESTION 5

Which of the following configurations can accept a VLAN pool? (Choose two)
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A. Trunk native VLAN
B. Virtual AP profile
C. User Role

D. Server derived role
E. FW Policies

Correct Answer: BC

QUESTION 6

A user connected to a Captive Portal VAP successfully. When the user opens their browser and tries to access their
homepage, they get redirected as expected to another URL on the Aruba Controller. However, they see an error
message that web authentication has been disabled. What might be a cause of this?

A. Captive Portal has not been assigned in the SSID profile.

B. The Captive portal profile has not been assigned to the AAA profile.

C. A server group has not been assigned to the captive portal profile.

D. An initial role has not been assigned to the AAA profile.

E. The Captive portal profile has not been assigned to the initial role.

Correct Answer: E

QUESTION 7

Which of the following will occur if a master license server fails with no standby server present? (Choose two)
A. Local controllers licenses will continue to be valid for 30 days

B. Local controllers will immediately remove all installed licenses

C. No licenses will be sent to any new controllers that come online

D. All licenses go back into the pool for redistribution

E. A Local Controller elects itself master license server

Correct Answer: AC

QUESTION 8
An Aruba controller is configured with the correct IP address and gateway information and is connected to the corporate

LAN via a core layer 2 switch. Control Plane Security is not enabled on the network. An access point is provisioned with
AP name and group and connected to a different Layer 2 switch on the corporate LAN that has IP connectivity to the
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core layer 2 switch. The AP powers on and layer 2 connects to the network, but the wireless radios do not power on.
Which could cause this condition? (Choose two)

A. the layer 2 switches have ACLs that block GRE traffic

B. the layer 2 switches are configured to block IPSec traffic

C. a DHCP server is not configured for the segment to which the AP is connected

D. the AP\\'s mac address needs to be configured in the Aruba controller whitelist.

E. the AP and controller are in different subnets

Correct Answer: AC

QUESTION 9

A campus AP has been provisioned with a VAP in bridge forwarding and standard operation modes. Which of the
following authentication types are supported? (Choose two)

A. 802.1X authentication

B. Open System authentication
C. Local authentication

D. Captive portal authentication
E. VPN authentication

Correct Answer:. AB

QUESTION 10

A port on a controller has been configured as untrusted. No wired access AAA profile or Global AAA profile
is configured. When a user connects to that port which of the following statements is true?

A. Since there is no wired access AAA profile, only port policies will be applied

B. The user will fall into the default wired access AAA profile and will be given the initial role.

C. Since there is no wired access AAA profile or Global AAA profile the user will be given the logon role.

D. When configuring the port as untrusted, an error message of "no wired access AAA profile exists" Therefore this is an
invalid configuration.

E. the user is denied all access automatically because no wired access AAA or Global AAA profile is assigned.

Correct Answer: C
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QUESTION 11

An Aruba controller can be accessed with which CLI based remote access methods? (Choose two)
A. RSH

B. Telnet

C. SSH

D. SFTP

E. SCP

Correct Answer: BC

QUESTION 12

The Aruba Policy Enforcement Firewall (PEF) module supports source network address translation (srcnat).
Which is a use of this statement in an Aruba configuration?

A. Provide a single source IP address for users in a role

B. Redirect Captive Portal HTTP sessions

C. Redirect Access Points to another Aruba controller

D. Provide IP addresses to clients

E. Redirects clients to Aruba Firewall

Correct Answer: A

QUESTION 13

What is the best practice regarding licensing for a backup master to support Master Redundancy in a network without
centralized licensing?

A. Backup master only requires the AP license

B. Supported limits and installed licenses should be the same on primary master and backup Master
C. Licenses are pushed from the primary to the backup Master along with the configuration

D. The Backup Master does not require licenses to support master redundancy

E. On the backup only one license of each type is needed.

Correct Answer: B
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QUESTION 14

Which of the following licenses are consumed by Mesh APs advertising an SSIDs?
A. AP license

B. Mesh license

C. PEF-V license

D. No license is required

E. RAP License

Correct Answer: A

QUESTION 15

A company purchased an indoor mesh deployment using the 620 controller and the AP 105 models, where 5 APs will
be deployed on a floor to provide wireless internet access for users. Users may open VPN tunnels using software clients
over the wireless network to a 3rd party VPN concentrator overseas. The company wants to limit wireless user access
to TCP traffic locally and VPN traffic overseas.

In addition to the base AOS, which licenses will be necessary for this deployment?

A. VPN, PEF-NG

B. AP Capacity, PEF-NG

C. AP Capacity, PEF-NG, VPN

D. AP Capacity

E. PEF-NG, PEF-V

Correct Answer: B
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