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QUESTION 1

Which of the following is a routing protocol supported in a Palo Alto Networks firewall?
A. RIPv2

B. ISIS

C. IGRP

D. EIGRP

Correct Answer: A

QUESTION 2

The "Drive-By Download" protection feature, under File Blocking profiles in Content-ID, provides:
A. Increased speed on downloads of file types that are explicitly enabled.

B. The ability to use Authentication Profiles, in order to protect against unwanted downloads.

C. Password-protected access to specific file downloads for authorized users.

D. Protection against unwanted downloads by showing the user a response page indicating that a file is going to be
downloaded.

Correct Answer: D

QUESTION 3

Which of the following are methods HA clusters use to identify network outages?
A. Path and Link Monitoring

B. VR and VSys Monitors

C. Heartbeat and Session Monitors

D. Link and Session Monitors

Correct Answer: A

QUESTION 4
When an interface is in Tap mode and a policy action is set to block, the interface will send a TCP reset.

A. True
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B. False

Correct Answer: B

QUESTION 5

Without a WildFire subscription, which of the following files can be submitted by the Firewall to the hosted WildFire
virtualized sandbox?

A. PE files only

B. PDF files only

C. MS Office doc/docx, xls/xIsx, and ppt/pptx files only
D. PE and Java Applet (jar and class) only

Correct Answer: C

QUESTION 6

A Config Lock may be removed by which of the following users? (Select all correct answers.)
A. The administrator who set it

B. Device administrators

C. Any administrator

D. Superusers

Correct Answer: AD

QUESTION 7

An enterprise PKI system is required to deploy SSL Forward Proxy decryption capabilities.
A. True

B. False

Correct Answer: B

QUESTION 8

What is the maximum file size of .EXE files uploaded from the firewall to WildFire?
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A. Always 2 megabytes.

B. Always 10 megabytes.

C. Configurable up to 2 megabytes.
D. Configurable up to 10 megabytes.

Correct Answer: D

QUESTION 9

Type Profie StL:ke 1P Address Virtual Router  Tag Virtual-Wire Security Zone
) =t 1] Layer DHCP Chent el sl Untagoed none Internet
& ethernet 1 /2 Layer3 [ 2.2.2.124 def ault Untagged | none trust
& ethernet /3 Layer3 4.4.4.4/24 et aul Untagged none brust
G ethernst /4 Tap ™ none none none none

Taking into account only the information in the screenshot above, answer the following question:

A span port or a switch is connected to el1/4, but there are no traffic logs. Which of the following conditions most likely
explains this behavior?

A. The interface is not assigned a virtual router.
B. The interface is not assigned an IP address.
C. The interface is not up.

D. There is no zone assigned to the interface.

Correct Answer: D

QUESTION 10

What are the two separate planes that make up the PAN-OS architecture? (Choose two.)
A. dataplane

B. routing plane

C. signature processing plane

D. HA plane

E. control/management plane
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Correct Answer: AE

QUESTION 11

Which of the following can provide information to a Palo Alto Networks firewall for the purposes of UserID? (Select all
correct answers.)

A. Domain Controller

B. SSL Certificates

C. RIPv2

D. Network Access Control (NAC) device

Correct Answer. ABD

QUESTION 12

How do you reduce the amount of information recorded in the URL Content Filtering Logs?
A. Enable "Log container page only".

B. Disable URL packet captures.

C. Enable URL log caching.

D. Enable DSRI.

Correct Answer: A

QUESTION 13

Which best describes how Palo Alto Networks firewall rules are applied to a session?
A. last match applied

B. first match applied

C. all matches applied

D. most specific match applied

Correct Answer: B

QUESTION 14

An interface in tap mode can transmit packets on the wire.
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A. True
B. False

Correct Answer: B

QUESTION 15

Which of the following statements is NOT True regarding a Decryption Mirror interface?
A. Requires superuser privilege

B. Supports SSL outbound

C. Can be a member of any VSYS

D. Supports SSL inbound

Correct Answer: C
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