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QUESTION 1

Which of the following devices support Apple over-the-air provisioning? (Choose 2) 

A. Laptop running Mac OS X 10.6 

B. Laptop running Mac OS X 10.8 

C. iOS 5 

D. Android 2.2 

E. Windows XP 

Correct Answer: BC 

 

QUESTION 2

Refer to the screen capture below: Based upon Endpoint information shown here, which collectors were used to profile
the device as Apple iPad? (Choose 2) 

A. OnGuard Agent 

B. HTTP User-Agent 

C. DHCP fingerprinting 

D. SNMP 

E. SmartDevice 
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Correct Answer: BC 

 

QUESTION 3

What must be configured to enable RADIUS authentication with Clearpass on a network access device (NAD)? (Choose
2) 

A. An NTP server needs to be set up on the NAD. 

B. A bind username and bind password must be provided. 

C. A shared secret must be configured on the Clearpass server and NAD. 

D. The Clearpass server must have the network device added as a valid NAD. 

E. The Clearpass server certificate must be installed on the NAD. 

Correct Answer: CD 

 

QUESTION 4

Refer to the screen capture below: Based on the Enforcement Policy configuration, if a user connects to the network
using an Apple iphone, what Enforcement Profile is applied? 

A. WIRELESS_CAPTIVE_NETWORK 

B. WIRELESS_HANDHELD_NETWORK 

C. WIRELESS_GUEST_NETWORK 

D. WIRELESS_EMPLOYEE_NETWORK 

E. Deny Access 
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Correct Answer: A 

 

QUESTION 5

Below is a screenshot of a client connecting to a Guest SSID: 

Based on the image shown above, which of the following best describes the client\\'s state? 

A. The client authenticated through the web login page first before it was able to obtain an IP address. 

B. The client does not have an IP address, but they have authenticated through the web login page. 

C. The client does not have an IP address because they have not authenticated through the web login page yet. 

D. We can\\'t tell from the image above. 

Correct Answer: D 

 

QUESTION 6

Which of the following is TRUE of dual-SSID onboarding? 

A. The device connects to the secure SSID for provisioning 

B. The Onboard Authorization service is triggered when the user connects to the secure SSID 

C. The Onboard Provisioning service is triggered when the user connects to the Provisioning SSID 
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D. The Onboard Authorization service is triggered during the Onboarding process 

E. The Onboard Authorization service is never triggered 

Correct Answer: D 

 

QUESTION 7

Which of the following components of a Policy Service is mandatory? 

A. Enforcement 

B. Posture 

C. Profiler 

D. Role Mapping Policy 

E. Authorization Source 

Correct Answer: A 

 

QUESTION 8

Refer to the screenshot in the diagram below, as seen when configuring a Web Login Page in ClearPass Guest: 
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What is the page name field used for? 

A. For Administrators to access the PHP page, but not guests. 

B. For Administrators to reference the page only. 

C. For forming the Web Login Page URL. 

D. For forming the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant. 

E. For forming the Web Login Page URL where Administrators add guest users. 

Correct Answer: C 

 

QUESTION 9

An Android device goes through the single-ssid onboarding process and successfully connects using EAPTLS to the
secure network. What is the order in which services are triggered? 

A. Onboard Provisioning, Onboard Authorization 
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B. Onboard Provisioning, Onboard Authorization, Onboard Provisioning 

C. Onboard Authorization, Onboard Provisioning 

D. Onboard Authorization, Onboard Provisioning, Onboard Authorization 

E. Onboard Provisioning 

Correct Answer: B 

 

QUESTION 10

Refer to the screenshot below: Which of the following statements is correct regarding the above configuration for the
private key? (Choose 2) 

A. The private key is stored in the user device. 

B. The private key is stored in the ClearPass server. 

C. More bits in the private key will reduce security, hence smallest private key size is used. 

D. More bits in the private key will increase the processing time, hence smallest private key size is used. 

E. The private key for TLS client certificates is not created. 

Correct Answer: AD 
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QUESTION 11

Which of the following information is NOT required while building a Policy Service for 802.1X authentication? 

A. Network Access Device used 

B. Authentication Method used 

C. Authentication Source used 

D. Posture Token of the client 

E. Profiling information of the client 

Correct Answer: D 

 

QUESTION 12

Refer to the screenshot below: 

Which of the following statements is correct regarding the above configuration for \\'maximum devices\\'? 

A. It limits the total number of Onboarded devices connected to the network. 

B. It limits the total number of devices that can be provisioned by ClearPass. 

C. It limits the number of devices that a single user can Onboard. 

D. It limits the number of devices that a single user can connect to the network. 

E. With this setting, the user cannot Onboard any devices. 

Correct Answer: C 

 

QUESTION 13
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Refer to the screen capture below: A user who is tagged with the ClearPass roles of Role_Engineer and developer, but
not testqa, connects to the network with a corporate Windows laptop. What Enforcement Profile is applied? 

A. WIRELESS_CAPTIVE_NETWORK 

B. WIRELESS_HANDHELD_NETWORK 

C. WIRELESS_GUEST_NETWORK 

D. WIRELESS_EMPLOYEE_NETWORK 

E. Deny Access 

Correct Answer: D 

 

QUESTION 14

Describe the purpose of the Aruba TACACS+ dictionary as shown here: 
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A. The Aruba-Admin-Role attribute is used to assign different privileges to clients during 802.1X authentication. 

B. The Aruba-Admin-Role attribute is used by ClearPass to assign TIPS roles to clients during 802.1X authentication. 

C. The Aruba-Admin-Role attribute is used to assign different privileges to administrators logging into an Aruba NAD
device. 

D. The Aruba-Admin-Role attribute is used to assign different privileges to administrators logging into ClearPass. 

E. The Aruba-Admin-Role on the controller is applied to users using TACACS+ to login to the Policy Manager. 

Correct Answer: C 

 

QUESTION 15

Which of the following options is the correct order of steps of a Policy Service request? 

1) Clearpass tests the request against Service Rules to select a Policy Service. 

2) Clearpass applies the Enforcement Policy. 

3) Negotiation of the Authentication Method occurs between the NAD and Clearpass. 
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4) Clearpass sends the Enforcement Profile attributes to the NAD. 

5) NAD forwards authentication request to Clearpass. 

A. 1, 3, 2, 4, 5 

B. 5, 1, 3, 2, 4 

C. 5, 1, 3, 4, 2 

D. 1, 2, 3, 4, 5 

E. 2, 3, 4, 5, 1 

Correct Answer: B 
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