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QUESTION 1

What are two result of utilizing a fragmented security model? (Choose Two)
A. Decreased visibility and limited understand of security coverage.

B. Individual components pieced together to meet requirements.

C. Reduced malicious file risk through additional segmentation.

D. Increased identity controls.

E. Decreased network accessibility through multiple applications.

Correct Answer: AB

QUESTION 2

What are two key advantages of Cisco\\'s Security Solutions Portfolio? (Choose two.)

A. Cisco Security provides flexible, simple, and integrated advanced threat detection, through a multilayered approach.
B. The Cisco Security Portfolio offers realtime access control and event monitoring to drive business outcomes.

C. The Cisco Security Portfolio provides security across the entire business environment.

D. Cisco Security provides direct, simple, and balanced detection by driving customer outcomes.

E. An effective security solution portfolio can help customers overcome ever-growing security challenges.

Correct Answer: AE

QUESTION 3

Which two attack vectors are protected by Malware Protection? (Choose Two)
A. Email

B. Mobile

C. Voicemail

D. Data Center

E. Web

Correct Answer: AB

QUESTION 4
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Which feature of AnyConnect provides customers the ability to monitor endpoint application usage to uncover potential
behavior anomalies?

A. Network Visibility Module

B. Trusted Network Detection

C. Differentiated Mobile Access

D. Secure Layer 2 Network Access

Correct Answer: C

QUESTION 5

What do Cisco NGFW fully integrated platforms offer that allow other security components to participate to achieve
pervasive and consistent enforcement?

A. Context telemetry, and profiling sources

B. intelligence sources, telemetry, and shared intelligence
C. Telemetry, shared intelligence, and profiling sources
D. Context, telemetry and intelligence sources

Correct Answer: A

QUESTION 6

Which two elements does Advanced Malware Protection provide? (Choose Two)
A. advanced analytics

B. reputation analytics

C. intrusion analysis

D. dynamic URL filtering

E. dynamic data analysis

Correct Answer: BE

QUESTION 7
Which two loT environment layers are protected by Stealthwatch? (Choose Two) A. Things
B. Control Layer

C. Endpoints
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D. Internet/Cloud
E. Access Points

Correct Answer: AB

QUESTION 8

Which two attack vectors are protected by Web Security? (Choose Two)
A. Cloud

B. Data Center

C. Email

D. Voicemail

E. Web

Correct Answer: AE

QUESTION 9

On average, how many days elapse before businesses discover that they have been hacked?
A. 10

B. 50

C.30

D. 70

Correct Answer: B

QUESTION 10

Which statement best embodies trust-centric security?

A. Protect users from attacks by enabling strict security policies.

B. Prevent attacks via an intelligence-based policy then detect, investigate, and remediate.

C. Verify before granting access via identity-based policies for users, devices, apps, and locations.
D. Verify before granting access via MDM software.

Correct Answer: C
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QUESTION 11

How do AMP\\'s device trajectory capabilities help address customers\\' breach remediation issues?
A. It analyzes the data from suspicious files to provide a new level of threat intelligence.

B. It determines the scope and cause of an outbreak and tracks suspicious files

C. It tracks file behavior across the network to see which devices it enters and exits

D. It searches for potential threats based on identified activities and behaviors

Correct Answer: B

QUESTION 12

What are three benefits that Cisco Umbrella brings to DNS-Layer Security? Choose three.
A. Malware scanning

B. Breach mitigation

C. Recursive DNS

D. Reputation flirting

E. Predictive intelligence

F. Off-network security

Correct Answer:. CEF

QUESTION 13

What are two key capabilities of Meraki? (Choose Two)
A. contextual awareness

B. identity-based and device aware security

C. device profiling

D. security automation

E. application visibility and control

Correct Answer: BE

QUESTION 14
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What are three main areas of the Cisco Security Portfolio? (Choose Three)
A. Roaming Security

B. VoiceandCollaboration

C. loT Security

D. Cloud Security

E. Advanced Threat

F. Firewalls

Correct Answer: CDE

QUESTION 15

What is one of the reasons that customers need a Visibility and Enforcement solution?
A. Storage is moving from on-premises to cloud-based

B. Businesses can\\'t see or protect devices on their network

C. Organizations need the ability to block high-risk websites

D. Network traffic is growing at an exponential rate

Correct Answer: B
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