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QUESTION 1

Which step accurately outlines the SQM provisioning flow from Okta to Workspace ONE UEM? 

A. AirWatch Provisioning App uses SCW API to update users in Workspace ONE UEM 

B. Okta provisions users to Workspace ONE Access using SCIM API 

C. Workspace ONE Access utilizes SCIM API to provision users to Workspace ONE UEM 

D. Okta uses Workspace ONE UEM REST API to add users to the console 

Correct Answer: C 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-
Access/services/workspaceone_okta_scim_provisioning/GUID-1AFA4DDD-F4CA-4513-B3D9-FDA1C8DF349E.html 

 

QUESTION 2

Which three configurations are managed in the identity provider (IdP) settings in VMware Workspace ONE Access?
(Choose three.) 

A. Authentication Methods 

B. Directory 

C. Automation Methods 

D. Group Attributes 

E. Networks 

F. User Attributes 

Correct Answer: ABF 

 

QUESTION 3

Which combination of authentication challenges does an integration of RSA SecurID in Workspace ONE Access provide
to protect resources? 

A. Password and PIN 

B. Password, PIN, and biometrics 

C. Password and biometrics 

D. Password, email, and biometrics 

Correct Answer: B 
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Reference: https://blogs.vmware.com/euc/2018/12/digital-workspace-rsa-securid.html 

 

QUESTION 4

A VMware Workspace ONE environment has been setup with Roles Based Access Control (RBAC), and the directory-
based administrators who managed in Workspace ONE UEM have limited permissions to access the console. 

The administrator has enabled VMware Workspace ONE Intelligence in the environment and must now enable the
correct configuration setting that will allow administrators to access VMware Workspace ONE Intelligence from VMware 

Workspace ONE UEM. 

Which configuration setting must be enabled? 

A. Create a new admin role in the Intelligence Console, and then give the rote Read and Edit permissions to
Intelligence 

B. Create a new user role, and then give the role Read and Edit permissions to Intelligence in Categories > Monitor 

C. Create a new admin role, and then give the role Read and Edit permissions to Intelligence in Categories > Monitor 

D. Create a new user role in the Intelligence Console, and then give the role Read and Edit permissions to Intelligence 

Correct Answer: C 

 

QUESTION 5

Which types of authentication services does the VMware Workspace ONE Access connector provide, beginning with
connector version 21.01? 

A. User Auth service and Kerberos Auth service 

B. Kerberos Auth service and Two-Factor Authentication 

C. Extensible Authentication service and Kerberos Auth service 

D. User Auth service and Multi-Factor Authentication service 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-
Access/20.01/ws1_access_authentication/GUID-04224060-D467-4DE0-BB08-B21E0AA9817D.html 

 

QUESTION 6

An administrator has been tasked with building and enabling Secure Email Gateway (SEG) V2 n the Unified Access
Gateway (UAG). How should the SSL certificate be added to the UAG? 

A. From the UAG console: Import-Certificate-FilePath "C:\CA-PublicKey.Cer"-CertStoreLocation
Cert:\LocalMachine\Root 
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B. Upload the SSL certificate to the Workspace ONE UEM console, or upload it locally to the UAG when confirming the
SEG Edge service on the UAG. 

C. From the UAG console: sudo security add-trusted-cert-d-r trustRoot-k /Library/Keychains/System.keychain ~/new-
root-certificate.crt. 

D. Upload the SSL certificate to the Workspace ONE UEM console, or add it when the SSL is configuring the SEG Edge
service on the UAG. 

Correct Answer: D 

Reference: https://docs.vmware.com/en/Unified-Access-Gateway/2106/uag-deploy-
config/GUID-777AD886-B48D-4D07-8A82-F17F3664EDA0.html 

 

QUESTION 7

What is the primary benefit of utilizing Verify (Intelligent Hub) authentication m VMware Workspace ONE Access? 

A. It allows administrators to integrate with RSA for multi-factor authentication 

B. It provides a second authentication method through Intelligent Hub to access a restricted Hub catalog or restricted
applications 

C. It is the primary means of performing direct integration between VMware Workspace ONE Access and VMware
Workspace ONE UEM 

D. It integrates with Duo Security for two-factor authentication 

Correct Answer: B 

Reference: https://kb.vmware.com/s/article/88424#:~:text=Using%20the%20Intelligent%20Hub%20for,i
s%20built%20into%20Intelligent%20Hub 

 

QUESTION 8

Which step is required to configure the AirWatch Provisioning App? 

A. Configure an identify provider as the SAML Provider 

B. Configure LDAP-Other LDAP at the Container OG level m Workspace ONE UEM 

C. Set up LDAP-Active Directory at the Customer OG level m Workspace ONE UEM 

D. Provision Users at the Container OG level n Workspace ONE UEM 

Correct Answer: C 

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-Access/services/ws1access-
awprovisiongapp/GUID-11206561-DA5A-4360-91A7-BA9252C6EC3E.html 

 

QUESTION 9
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Which feature limits the number of changes that can be made to Users and Groups when updating directories in
VMware Workspace ONE Access? 

A. UEM Security PIN 

B. Default Action For Inactive Users 

C. Conditional Group Sync 

D. Directory Sync Safeguard 

Correct Answer: D 

 

QUESTION 10

Which two actions are valid based on identified risk behaviors in VMware Workspace ONE Intelligence Risk Analytics?
(Choose two.) 

A. Add authentication methods to the user or device with VMware Workspace ONE Access integration 

B. Delete all previous risk scoring for the user 

C. Move the user to the "very high" risk category 

D. Monitor the device or user 

E. Add authentication methods to the user or device with VMware Workspace ONE UEM integration 

Correct Answer: DE 
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