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QUESTION 1

The effectiveness of an audit is measured by?

A. The number of actionable items in the recommendations

B. How it exposes the risk tolerance of the company

C. How the recommendations directly support the goals of the company
D. The number of security controls the company has in use

Correct Answer: C

QUESTION 2

When a CISO considers delaying or not remediating system vulnerabilities which of the following are MOST important to
take into account?

A. Threat Level, Risk of Compromise, and Consequences of Compromise
B. Risk Avoidance, Threat Level, and Consequences of Compromise

C. Risk Transfer, Reputational Impact, and Consequences of Compromise
D. Reputational Impact, Financial Impact, and Risk of Compromise

Correct Answer: A

QUESTION 3

The process to evaluate the technical and non-technical security controls of an IT system to validate that a given design
and implementation meet a specific set of security requirements is called

A. Security certification

B. Security system analysis

C. Security accreditation

D. Alignment with business practices and goals.

Correct Answer: A

QUESTION 4
When briefing senior management on the creation of a governance process, the MOST important aspect should be:

A. information security metrics.
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B. knowledge required to analyze each issue.
C. baseline against which metrics are evaluated.
D. linkage to business area objectives.

Correct Answer: D

QUESTION 5

The amount of risk an organization is willing to accept in pursuit of its mission is known as
A. Risk mitigation

B. Risk transfer

C. Risk tolerance

D. Risk acceptance

Correct Answer: C

QUESTION 6

Which wireless encryption technology makes use of temporal keys?
A. Wireless Application Protocol (WAP)

B. Wifi Protected Access version 2 (WPA2)

C. Wireless Equivalence Protocol (WEP)

D. Extensible Authentication Protocol (EAP)

Correct Answer: B

QUESTION 7
Which of the following is the MOST logical method of deploying security controls within an organization?

A. Obtain funding for all desired controls and then create project plans for implementation

B. Apply the simpler controls as quickly as possible and use a risk-based approach for the more difficult and costly

controls
C. Apply the least costly controls to demonstrate positive program activity
D. Obtain business unit buy-in through close communication and coordination

Correct Answer: B
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QUESTION 8

What is the primary reason for performing a return on investment analysis?
A. To decide between multiple vendors

B. To decide is the solution costs less than the risk it is mitigating

C. To determine the current present value of a project

D. To determine the annual rate of loss

Correct Answer: B

QUESTION 9

Which of the following information may be found in table top exercises for incident response?
A. Security budget augmentation

B. Process improvements

C. Real-time to remediate

D. Security control selection

Correct Answer: B

QUESTION 10

Which of the following is the MOST effective method for discovering common technical vulnerabilities within the IT
environment?

A. Reviewing system administrator logs
B. Auditing configuration templates

C. Checking vendor product releases
D. Performing system scans

Correct Answer: D

QUESTION 11

When entering into a third party vendor agreement for security services, at what point in the process is it BEST to
understand and validate the security posture and compliance level of the vendor?

A. At the time the security services are being performed and the vendor needs access to the network
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B. Once the agreement has been signed and the security vendor states that they will need access to the network
C. Once the vendor is on premise and before they perform security services
D. Prior to signing the agreement and before any security services are being performed

Correct Answer: D

QUESTION 12

Which of the following best describes an access control process that confirms the identity of the entity seeking access to
a logical or physical area?

A. ldentification
B. Authorization
C. Authentication
D. Accountability

Correct Answer: B

QUESTION 13

Which of the following has the GREATEST impact on the implementation of an information security governance model?
A. Organizational budget

B. Distance between physical locations

C. Number of employees

D. Complexity of organizational structure

Correct Answer: D

QUESTION 14

You are just hired as the new CISO and are being briefed on all the Information Security projects that your section has
on going. You discover that most projects are behind schedule and over budget.

Using the best business practices for project management you determine that the project correctly aligns with the
company goals and the scope of the project is correct. What is the NEXT step?

A. Review time schedules
B. Verify budget

C. Verify resources
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D. Verify constraints

Correct Answer: C

QUESTION 15

Which of the following illustrates an operational control process:

A. Classifying an information system as part of a risk assessment

B. Installing an appropriate fire suppression system in the data center
C. Conducting an audit of the configuration management process

D. Establishing procurement standards for cloud vendors

Correct Answer: B
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