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QUESTION 1

Which three features provided by NGFW and NGIPS support the Internet Edge\\' use case? (Choose three.) 

A. Supports High Availability 

B. Support for profiling devices 

C. Supports dynamic routing protocols such as OSPF or BGP 

D. Support for Platform exchange grid 

E. Support for High Bandwith environments 

F. Support for integrated posture assessment 

Correct Answer: ACE 

 

QUESTION 2

How does AMP\\'s device trajectory capabilities help address customer s issues? 

A. It determines the scope and cause of an outbreak and tracks suspicious files 

B. It searches for potential threats based on identified activities and behaviors 

C. It isolates suspicious files and runs them in a sandbox environment to determine their authenticity 

D. It analyses the data from suspicious files to provide a new level of threat intelligence 

Correct Answer: C 

ASAS Security Advanced Threats SE Module 6 

 

QUESTION 3

Which Cisco product is a part of the Data Center threat centric solution? 

A. Cloudlock 

B. Cisco Defense Orchestrator 

C. NGFWv 

D. Meraki MX 

Correct Answer: C 

ASAS Security Threat Centric Solutions - AM and SE Module 7 
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QUESTION 4

Which StealthWatch device monitors, analyzes, separates, categorizes, and stores information from each flow, allowing
it to create a baseline of typical expected network activity? 

A. Flow collector 

B. Advanced malware protection 

C. Forensic investigation 

D. Malware clustering 

Correct Answer: A 

 

QUESTION 5

Which three options are attack vectors protected by Web Security? (Choose three.) 

A. Endpoints 

B. Mobile 

C. Offline Devices 

D. Backups 

E. Voicemail 

F. Web 

Correct Answer: ABF 

ASAS Security Web and Email SE Module 2 

 

QUESTION 6

Which is a key feature of Cisco Defense Orchestrator? 

A. Simplifies security policy management 

B. Identifies sensitive data in cloud environments 

C. Detects anomalous traffic on customer\\'s network 

D. Provides retrospective security 

Correct Answer: A 

ASAS Cisco Cloud Security SE - Module 3 
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QUESTION 7

What two challenges do customers (ace in their Campus and Branch deployments? (Choose two) 

A. Securing the entire infrastructure 

B. Stopping data breaches across campuses and branches 

C. Protect data across multiple cloud applications 

D. Monitoring file behavior across a large set of endpoints 

E. Understanding what our users are doing online 

Correct Answer: BC 

 

QUESTION 8

How many web requests does Talos process per month? 

A. 1.5 million 

B. 100,000 

C. 130 billion 

D. 130 million 

Correct Answer: C 

ASAS Cisco Security and Threat Landscape Module 1 

 

QUESTION 9

Which are two main features of ASAv and NGFWv? (Choose two.) 

A. File trajectory 

B. API-based management 

C. File reputation 

D. Agile provisioning 

Correct Answer: BD 

ASAS Security NGFW and NGIPS SE Module 4 

 

QUESTION 10

Which three features provided by NGFW and NGIPS support the \\'Internet Edge" use case? (Choose three.) 
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A. Supports High Availability 

B. Support for profiling devices 

C. Supports dynamic routing protocols such as OSPF or BGP 

D. Support for Platform exchange grid 

E. Support for High Bandwith environments 

F. Support for integrated posture assessment 

Correct Answer: ACE 

ASAS Security NGFW and NGIPS SE Module 4 

 

QUESTION 11

Which are two key Cisco benefits of the web threat-centric solution? (Choose two.) 

A. Data Loss Prevention with NGFW 

B. Endpoint device profiling with ISE 

C. E-mail encryption with CRES 

D. Malware blocking with AMP 

E. Rogue web application protection through CTA 

Correct Answer: DE 

ASAS Security Threat Centric Solutions - AM and SE Module 7 

 

QUESTION 12

Which feature of ISE combines user identification with robust context sharing platform to prevent inappropriate access? 

A. Centralized policy management 

B. Context-aware access 

C. Patch management 

D. Platform exchange grid 

Correct Answer: B 

ASAS Policy and Access SE Module 5 

 

QUESTION 13
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Which is a component of Cisco\\'s Web and E-mail Security Solution? 

A. Device Profiling 

B. Next Generation Intrusion Prevention System 

C. Next Generation Firewall 

D. DNS-Layer security 

Correct Answer: D 

ASAS Security Web and Email SE Module 2 

 

QUESTION 14

What is a key difference between Basic Data Loss Prevention and Advanced Data Loss Prevention? 

A. Providing content analysis 

B. Instant visibility 

C. Dynamic outbreak considerations 

D. Ability to filter in real-time 

Correct Answer: C 

 

QUESTION 15

What is key feature of Cognitive Threat Analytics? 

A. It enables safe email usage with event Analytics 

B. It improves threat detection over time with machine learning 

C. It enhances anonymity with URL filtering 

D. It enables greater endpoint device profiling intelligence with entity modeling 

Correct Answer: B 

ASAS Security Advanced Threats SE Module 
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