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QUESTION 1

Refer to the exhibit. 

A network engineer is testing NTP authentication and realizes that any device synchronizes time with this router and
that NTP authentication is not enforced. What is the cause of this issue? 

A. The key was configured in plain text. 

B. NTP authentication is not enabled. 

C. The hashing algorithm that was used was MD5. which is unsupported. 

D. The router was not rebooted after the NTP configuration updated. 

Correct Answer: B 

 

 

QUESTION 2

An attacker needs to perform reconnaissance on a target system to help gain access to it. The system has weak
passwords, no encryption on the VPN links, and software bugs on the system\\'s applications. Which vulnerability allows
the attacker to see the passwords being transmitted in clear text? 

A. weak passwords for authentication 

B. unencrypted links for traffic 

C. software bugs on applications 

D. improper file security 

Correct Answer: B 

 

QUESTION 3

Which Cisco Umbrella package supports selective proxy for inspection of traffic from risky domains? 

A. DNS Security Advantage 

B. SIG Essentials 

C. DNS Security Essentials 

D. SIG Advantage 
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Correct Answer: A 

 

QUESTION 4

An organization has a Cisco Stealthwatch Cloud deployment in their environment. Cloud logging is working as
expected, but logs are not being received from the on-premise network, what action will resolve this issue? 

A. Configure security appliances to send syslogs to Cisco Stealthwatch Cloud 

B. Configure security appliances to send NetFlow to Cisco Stealthwatch Cloud 

C. Deploy a Cisco FTD sensor to send events to Cisco Stealthwatch Cloud 

D. Deploy a Cisco Stealthwatch Cloud sensor on the network to send data to Cisco Stealthwatch Cloud 

Correct Answer: D 

Reference: CCNP And CCIE Security Core SCOR 350-701 Official Cert Guide 

 

QUESTION 5

An organization is using DNS services for their network and want to help improve the security of the DNS infrastructure. 

Which action accomplishes this task? 

A. Use DNSSEC between the endpoints and Cisco Umbrella DNS servers. 

B. Modify the Cisco Umbrella configuration to pass queries only to non-DNSSEC capable zones. 

C. Integrate Cisco Umbrella with Cisco CloudLock to ensure that DNSSEC is functional. 

D. Configure Cisco Umbrella and use DNSSEC for domain authentication to authoritative servers. 

Correct Answer: D 

 

QUESTION 6

What is the purpose of the Cisco Endpoint loC feature? 

A. It provides stealth threat prevention. 

B. lt is a signature-based engine. 

C. lt is an incident response tool 

D. It provides precompromise detection. 

Correct Answer: C 

The Endpoint Indication of Compromise (IOC) feature is a powerful incident response tool for scanning of post-
compromise indicators across multiple computers. 
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https://www.cisco.com/c/dam/en_us/about/doing_business/legal/service_descriptions/docs/
Cisco_Secure_Managed_Endpoint.pdf 

 

QUESTION 7

Cisco SensorBase gaihers threat information from a variety of Cisco products and services and performs analytics to
find patterns on threats. Which term describes this process? 

A. deployment 

B. consumption 

C. authoring 

D. sharing 

Correct Answer: D 

"Sharing telemetry data with the SensorBase Network to improve visibility of alerts and sensor actions on a global
scale" 

https://www.cisco.com/c/en/us/td/docs/security/security_management/cisco_security_manager/security_manager/419/u
ser/guide/CSMUserGuide/ipsglobe.html 

"Participating in the Cisco SensorBase Network means that Cisco collects data and shares that information with the
SensorBase threat management database. This data includes information about request attributes and how the
appliance handles requests." 

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa_14-1/User-
Guide/b_WSA_UserGuide_14_01/b_WSA_UserGuide_11_7_chapter_00.html 

 

QUESTION 8

An administrator needs to configure the Cisco ASA via ASDM such that the network management system can actively
monitor the host using SNMPv3. Which two tasks must be performed for this configuration? (Choose two.) 

A. Specify the SNMP manager and UDP port. 

B. Specify an SNMP user group 

C. Specify a community string. 

D. Add an SNMP USM entry 

E. Add an SNMP host access entry 

Correct Answer: BD 

 

 

QUESTION 9
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In an IaaS cloud services model, which security function is the provider responsible for managing? 

A. Internet proxy 

B. firewalling virtual machines 

C. CASB 

D. hypervisor OS hardening 

Correct Answer: B 

In this IaaS model, cloud providers offer resources to users/machines that include computers as virtualmachines, raw
(block) storage, firewalls , load balancers, and network devices.Note: Cloud access security broker (CASB) provides
visibility and compliance checks, protects data against misuse and exfiltration, and provides threat protections against
malware such as ransomware. 

 

QUESTION 10

An engineer is implementing NTP authentication within their network and has configured both the client and server
devices with the command ntp authentication-key 1 md5 Cisc392368270. The server at 1.1.1.1 is attempting to
authenticate to the client at 1.1.1.2, however it is unable to do so. Which command is required to enable the client to
accept the server\\'s authentication key? 

A. ntp peer 1.1.1.1 key 1 

B. ntp server 1.1.1.1 key 1 

C. ntp server 1.1.1.2 key 1 

D. ntp peer 1.1.1.2 key 1 

Correct Answer: B 

To configure an NTP enabled router to require authentication when other devices connect to it, use thefollowing
commands:NTP_Server(config)#ntp authentication-key 2 md5 securitytutNTP_Server(config)#ntp
authenticateNTP_Server (config)#ntp trusted-key 2Then you must configure the same authentication-key on the client
router:NTP_Client(config)#ntp authentication-key 2 md5 securitytutNTP_Client(config)#ntp
authenticateNTP_Client(config)#ntp trusted-key 2NTP_Client(config)#ntp server 10.10.10.1 key 2Note: To configure a
Cisco device as a NTP client, use the command ntp server . For example:Router(config)#ntp server 10.10.10.1. This
command will instruct the router to query 

10.10.10.1 for the time. 

 

QUESTION 11

What are two ways a network administrator transparently identifies users using Active Directory on the Cisco WSA?
(Choose two.) 

A. The eDirectory client must be installed on each client workstation. 

B. Create NTLM or Kerberos authentication realm and enable transparent user identification 
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C. Deploy a separate Active Directory agent such as Cisco Context Directory Agent. 

D. Create an LDAP authentication realm and disable transparent user identification. 

E. Deploy a separate eDirectory server: the client IP address is recorded in this server 

Correct Answer: AB 

Details: 

https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa11-
0/user_guide/b_WSA_UserGuide/b_WSA_UserGuide_chapter_01001.html#:~:text=Transp
arently%20identify%20users%20with%20authentication,User%20Identification%20with% 

20 LDAP. 

 

QUESTION 12

Which Cisco ASA Platform mode disables the threat detection features except for Advanced Threat Statistics? 

A. cluster 

B. transparent 

C. routed 

D. multiple context 

Correct Answer: B 

 

QUESTION 13

In which two ways does a system administrator send web traffic transparently to the Web Security Appliance? (Choose
two) 

A. configure Active Directory Group Policies to push proxy settings 

B. configure policy-based routing on the network infrastructure 

C. reference a Proxy Auto Config file 

D. configure the proxy IP address in the web-browser settings 

E. use Web Cache Communication Protocol 

Correct Answer: BE 

 

QUESTION 14

DRAG DROP 
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Drag and drop the Cisco CWS redirection options from the left onto the capabilities on the right. 

Select and Place: 

Correct Answer: 
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QUESTION 15

What is the purpose of the My Devices Portal in a Cisco ISE environment? 

A. to register new laptops and mobile devices 

B. to request a newly provisioned mobile device 

C. to provision userless and agentless systems 

D. to manage and deploy antivirus definitions and patches on systems owned by the end user 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2- 4/mydevices/b_mydevices_2x.html 
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