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QUESTION 1

Which of the following is designed to identify malicious attempts to penetrate systems? 

A. Intrusion Detection System 

B. Firewall 

C. Proxy 

D. Router 

Correct Answer: A 

An intrusion detection system (IDS) is a device or software application that monitors network or system activities for
malicious activities or policy violations and produces electronic reports to a management station. 

References: https://en.wikipedia.org/wiki/Intrusion_detection_system 

 

QUESTION 2

Steve, a scientist who works in a governmental security agency, developed a technological solution to identify people
based on walking patterns and implemented this approach to a physical control access. 

A camera captures people walking and identifies the individuals using Steve\\'s approach. 

After that, people must approximate their RFID badges. Both the identifications are required to open the 

door. 

In this case, we can say: 

A. Although the approach has two phases, it actually implements just one authentication factor 

B. The solution implements the two authentication factors: physical object and physical characteristic 

C. The solution will have a high level of false positives 

D. Biological motion cannot be used to identify people 

Correct Answer: B 

 

QUESTION 3

Which of the following types of firewalls ensures that the packets are part of the established session? 

A. Stateful inspection firewall 

B. Circuit-level firewall 

C. Application-level firewall 
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D. Switch-level firewall 

Correct Answer: A 

A stateful firewall is a network firewall that tracks the operating state and characteristics of network connections
traversing it. The firewall is configured to distinguish legitimate packets for different types of connections. Only packets
matching a known active connection (session) are allowed to pass the firewall. 

References: https://en.wikipedia.org/wiki/Stateful_firewall 

 

QUESTION 4

Craig received a report of all the computers on the network that showed all the missing patches and weak passwords.
What type of software generated this report? 

A. a port scanner 

B. a vulnerability scanner 

C. a virus scanner 

D. a malware scanner 

Correct Answer: B 

 

QUESTION 5

Which of the following is an example of two factor authentication? 

A. PIN Number and Birth Date 

B. Username and Password 

C. Digital Certificate and Hardware Token 

D. Fingerprint and Smartcard ID 

Correct Answer: D 

 

QUESTION 6

Study the following log extract and identify the attack. 
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A. Hexcode Attack 

B. Cross Site Scripting 

C. Multiple Domain Traversal Attack 

D. Unicode Directory Traversal Attack 

Correct Answer: D 

 

QUESTION 7

What is the name of the international standard that establishes a baseline level of confidence in the security functionality
of IT products by providing a set of requirements for evaluation? 

A. Blue Book 
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B. ISO 26029 

C. Common Criteria 

D. The Wassenaar Agreement 

Correct Answer: C 

 

QUESTION 8

A Certificate Authority (CA) generates a key pair that will be used for encryption and decryption of email. The integrity of
the encrypted email is dependent on the security of which of the following? 

A. Public key 

B. Private key 

C. Modulus length D. Email server certificate 

Correct Answer: B 

 

QUESTION 9

You went to great lengths to install all the necessary technologies to prevent hacking attacks, such as expensive
firewalls, antivirus software, anti-spam systems and intrusion detection/prevention tools in your company\\'s network.
You have configured the most secure policies and tightened every device on your network. You are confident that
hackers will never be able to gain access to your network with complex security system in place. 

Your peer, Peter Smith who works at the same department disagrees with you. 

He says even the best network security technologies cannot prevent hackers gaining access to the network because of
presence of "weakest link" in the security chain. 

What is Peter Smith talking about? 

A. Untrained staff or ignorant computer users who inadvertently become the weakest link in your security chain 

B. "zero-day" exploits are the weakest link in the security chain since the IDS will not be able to detect these attacks 

C. "Polymorphic viruses" are the weakest link in the security chain since the Anti-Virus scanners will not be able to
detect these attacks 

D. Continuous Spam e-mails cannot be blocked by your security system since spammers use different techniques to
bypass the filters in your gateway 

Correct Answer: A 

 

QUESTION 10

In many states sending spam is illegal. Thus, the spammers have techniques to try and ensure that no one knows they
sent the spam out to thousands of users at a time. Which of the following best describes what spammers use to hide the
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origin of these types of e- mails? 

A. A blacklist of companies that have their mail server relays configured to allow traffic only to their specific domain
name. 

B. Mail relaying, which is a technique of bouncing e-mail from internal to external mails servers continuously. 

C. A blacklist of companies that have their mail server relays configured to be wide open. 

D. Tools that will reconfigure a mail server\\'s relay component to send the e-mail back to the spammers occasionally. 

Correct Answer: B 

 

QUESTION 11

What information should an IT system analysis provide to the risk assessor? 

A. Management buy-in 

B. Threat statement 

C. Security architecture 

D. Impact analysis 

Correct Answer: C 

 

QUESTION 12

If an e-commerce site was put into a live environment and the programmers failed to remove the secret entry point that
was used during the application development, what is this secret entry point known as? 

A. SDLC process 

B. Honey pot 

C. SQL injection 

D. Trap door 

Correct Answer: D 

 

QUESTION 13

A server has been infected by a certain type of Trojan. The hacker intended to utilize it to send and host junk mails.
What type of Trojan did the hacker use? 

A. Turtle Trojans 

B. Ransomware Trojans 

312-50V10 PDF Dumps | 312-50V10 Practice Test | 312-50V10 Exam Questions                                6 / 7

https://www.leads4pass.com/312-50v10.html
https://www.leads4pass.com/312-50v10.html
https://www.leads4pass.com/312-50v10.html


https://www.leads4pass.com/312-50v10.html
2024 Latest leads4pass 312-50V10 PDF and VCE dumps Download

C. Botnet Trojan 

D. Banking Trojans 

Correct Answer: C 

 

QUESTION 14

The network administrator contacts you and tells you that she noticed the temperature on the internal wireless router
increases by more than 20% during weekend hours when the office was closed. She asks you to investigate the issue
because she is busy dealing with a big conference and she doesn\\'t have time to perform the task. 

What tool can you use to view the network traffic being sent and received by the wireless router? 

A. Wireshark 

B. Nessus 

C. Netcat 

D. Netstat 

Correct Answer: A 

Wireshark is a Free and open source packet analyzer. It is used for network troubleshooting, analysis, software and
communications protocol development, and education. 

 

QUESTION 15

Which specific element of security testing is being assured by using hash? 

A. Authentication 

B. Integrity 

C. Confidentiality 

D. Availability 

Correct Answer: B 
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