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QUESTION 1

Which two caches must be cleared on a Cisco WSA to resolve an issue in processing requests? (Choose two.)
A. authentication cache

B. application cache

C. logging cache

D. DNS cache

E. HTTP cache

Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/118259-technote-wsa-00.html

QUESTION 2

What causes authentication failures on a Cisco WSA when LDAP is used for authentication?
A. when the passphrase contains only 5 characters

B. when the passphrase contains characters that are not 7-bit ASCI

C. when the passphrase contains one of following characters @ # $ % "\

D. when the passphrase contains 50 characters

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_appendix_011001.html

QUESTION 3

Which two features on the Cisco WSA help prevent outbound data loss for HTTP or FTP traffic? (Choose two.)
A. web reputation filters

B. Advanced Malware Protection

C. third-party DLP integration

D. data security filters

E. SOCKS proxy

Correct Answer: CD
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Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA UserGuide 11 5 1/b WS
A_UserGuide_11 5 1 chapter_010000.pdf

QUESTION 4

Which port is configured in a browser to use the Cisco WSA web proxy with default settings?
A. 8080

B. 8443

C. 8021

D. 3128

Correct Answer: D

Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVD-
WebSecurityUsingCiscoWSADesignGuide-AUG13.pdf (16)

QUESTION 5
DRAG DROP

Drag and drop the actions from the left into the correct order on the right in which they occur as an HTTPS session
passes through the Cisco WSA.

Select and Place:

Answer Area
Server replies with server certificate to Cisco WSA step 1
Encryption data channel 1s established step 2

Client sends the session key, which is encrypted by

step 3
using public key of the server certificate P
Client sends a hello message to Cisco WSA step 4
Cisco WSA replies with a proxied certificate of the step 5

destination server to the client

Correct Answer:
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Answer Area

Client sends a hello message to Cisco WSA

Client sends the session kev which is encr)"pted hy
using public key of the server certificate

Encryption data channel is established

Cisco WSA replies with a p[‘ﬂ\ll‘:d certificate of the
destination server to the client

Server replies with server certificate to Cisco WSA

QUESTION 6

1278096903.150 97 172 xx.xx.xx TCP_MISS/200 8187 GET http://my.site.com/ -

DIRECT/my.site.com text/plain DEFAULT CASE _11-AnalizeSuspectTraffic-Identity-OutboundMalwareScanningPolicy-
DataSecurity Pohcy-ExtemaIDLPPollcy-Routlng Pollcy

{I“F comp 6 9 li-”!-!’!-!-!‘$- 1‘- --- 5& ] ..!... “ ke !9 . I‘& comp s i ?‘9 i{ ”

“Unknown”,“Unknown™,*-",%-",198.34,0.- [Local] - 37.5W32. CiscoTestVector 33,0,
“WSA-INFECTED-FILE. pdf’_“ fd5ef49d4213e05448f1 1ed9¢98253d85829614ba368a421d14e64c426dase™ -

Refer to the exhibit. Which statement about the transaction log is true?
A. The log does not have a date and time

B. The proxy had the content and did not contact other servers

C. The transaction used TCP destination port 8187

D. The AnalizeSuspectTraffic policy group was applied to the transaction

Correct Answer: D

QUESTION 7

What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?
A. private key from the server to encrypt messages

B. private key to decrypt messages

C. public and private keys from the server

D. public key from the server
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Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010001.html

QUESTION 8

When a Cisco WSA is installed with default settings, which port is assigned to the web proxy if the M1 port is used
exclusively for management?

ATl
B. P2
C.T2
D.P1
Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-5/user_guide/b_WSA_ UserGuide_11 5 1/b WS
A _UserGuide_11 5 1 chapter_01.html

QUESTION 9

Which statement about the SOCKS proxy is true?

A. SOCKS is a general purpose proxy

B. SOCKS operates on TCP port 80, 443, and 8334

C. SOCKS is used only for traffic that is redirected through a firewall
D. SOCKS is used for UDP traffic only

Correct Answer: A

Reference: http://www.jguru.com/fag/view.jsp?EID=227532

QUESTION 10

Which two types of reports are scheduled on the Cisco WSA to analyze traffic? (Choose two.)
A. Layer 3 traffic monitor

B. URL categories

C. host statistics

D. application visibility
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E. system capacity
Correct Answer: AD

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010101.pdf (8)
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