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QUESTION 1

Refer to the exhibit. 

Which SPF record is valid for mycompany.com? 

A. v=spf1 a mx ip4:199.209.31.2 -all 

B. v=spf1 a mx ip4:10.1.10.23 -all 

C. v=spf1 a mx ip4:199.209.31.21 -all 

D. v=spf1 a mx ip4:172.16.18.230 -all 

Correct Answer: D 

 

QUESTION 2

An administrator notices that incoming emails with certain attachments do not get delivered to all recipients when the
emails have multiple recipients in different domains like cisco.com and test.com. The same emails when sent only to
recipients in cisco.com are delivered properly. How must the Cisco ESA be configured to avoid this behavior? 

A. Modify DLP configuration to ensure that all attachments are permitted for test.com. 

B. Modify DLP configuration to exempt DLP scanning for messages sent to test.com domain. 

C. Modify mail policies so email recipients do not match multiple policies. 

D. Modify mail policies for cisco.com to ensure that emails are not dropped. 

Correct Answer: B 
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QUESTION 3

When the Spam Quarantine is configured on the Cisco ESA, what validates end-users via LDAP during login to the End-
User Quarantine? 

A. Enabling the End-User Safelist/Blocklist feature 

B. Spam Quarantine External Authentication Query 

C. Spam Quarantine End-User Authentication Query 

D. Spam Quarantine Alias Consolidation Query 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-configure-
esa-00.html 

 

QUESTION 4

A network engineer is editing the default DMARC verification profile on a Cisco ESA and must ensure that the
configured Message Action in the profile matches the policy in the DMARC record. What must be set to achieve this
result? 

A. "Message Action when the Policy in DMARC Record is Reject" to Reject 

B. "Message Action when the Policy in DMARC Record is None" to Quarantine 

C. "Message Action when the Policy in DMARC Record is None" to No Action 

D. "Message Action when the Policy in DMARC Record is Reject" to Quarantine 

Correct Answer: A 

 

QUESTION 5

Users have been complaining of a higher volume of emails containing profanity. The network administrator will need to
leverage dictionaries and create specific conditions to reduce the number of inappropriate emails. 

Which two filters should be configured to address this? (Choose two.) 

A. message 

B. spam 

C. VOF 

D. sender group 

E. content 

Correct Answer: BE 

300-720 PDF Dumps | 300-720 VCE Dumps | 300-720 Exam Questions                                3 / 8

https://www.leads4pass.com/300-720.html
https://www.leads4pass.com/300-720.html
https://www.leads4pass.com/300-720.html


https://www.leads4pass.com/300-720.html
2024 Latest leads4pass 300-720 PDF and VCE dumps Download

 

QUESTION 6

Which antispam feature is utilized to give end users control to allow emails that are spam to be delivered to their inbox,
overriding any spam verdict and action on the Cisco ESA? 

A. end user allow list 

B. end user spam quarantine access 

C. end user passthrough list 

D. end user safelist 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide_11-1/b_ESA_Admin_Guide
_ces_11_1/b_ESA_Admin_Guide_chapter_011111.pdf 

 

QUESTION 7

What are two phases of the Cisco ESA email pipeline? (Choose two.) 

A. reject 

B. workqueue 

C. action 

D. delivery 

E. quarantine 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-1/user_guide/b_ESA_Admin_Guide_12_1/b_ESA
_Admin_Guide_12_1_chapter_011.pdf (p.1) 

 

QUESTION 8

DRAG DROP 

An Encryption Profile has been set up on the Cisco ESA. 

Drag and drop the steps from the left for creating an outgoing content filter to encrypt emails that contains the subject
"Secure:" into the correct order on the right. 

Select and Place: 
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Correct Answer: 

Reference: https://community.cisco.com/t5/email-security/keyword-in-subject-line-to-encrypt-message/td-p/2441383 

 

QUESTION 9

An engineer is tasked with reviewing mail logs to confirm that messages sent from domain abc.com are passing SPF
verification and being accepted by the Cisco ESA. The engineer notices that SPF verification is not being performed and
that SPF is not being referenced in the logs for messages sent from domain abc.com. 

Why is the verification not working properly? 

A. SPF verification is disabled in the Recipient Access Table. 

B. SPF verification is disabled on the Mail Flow Policy. 

C. The SPF conformance level is set to SIDF compatible on the Mail Flow Policy. 

D. An SPF verification Content Filter has not been created. 

Correct Answer: D 

 

QUESTION 10

Which two certificate authority lists are available in Cisco ESA? (Choose two.) 

A. default 
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B. system 

C. user 

D. custom 

E. demo 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_11_1_chapter_011000.html#task_1194859 

 

QUESTION 11

When virtual gateways are configured, which two distinct attributes are allocated to each virtual gateway address?
(Choose two.) 

A. domain 

B. IP address 

C. DNS server address 

D. DHCP server address 

E. external spam quarantine 

Correct Answer: AB 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118542-qa-esa-00.html 

 

QUESTION 12

An engineer is reviewing the SMTP routing table on a Cisco ESA using the smtproutes CLI command and discovers an
IPv6 route for 2620:104:4360:9232::23. What type of IPv6 route does this represent? 

A. Network route 

B. Subnet route 

C. Device route 

D. Prefix route 

Correct Answer: C 

 

QUESTION 13

Refer to the exhibit. 
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What is the correct order of commands to set filter 2 to active? 

A. filters-> edit-> 2-> Active 

B. filters-> modify-> All-> Active 

C. filters-> detail-> 2-> 1 

D. filters-> set-> 2-> 1 

Correct Answer: D 

 

QUESTION 14

A recent engine update was pulled down for graymail and has caused the service to start crashing. It is critical to fix this
as quickly as possible. What must be done to address this issue? 

A. Roll back to a previous version of the engine from the Services Overview page. 

B. Roll back to a previous version of the engine from the System Health page. 

C. Download another update from the IMS and Graymail page. 

D. Download another update from the Service Updates page. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_11_1_chapter_0100010.html#task_9F07A032042F48C6AEDB69D325CD3C5F 
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QUESTION 15

A Cisco ESA administrator is creating a Mail Flow Policy to receive outbound email from Microsoft Exchange. Which
Connection Behavior must be selected to properly process the messages? 

A. Delay 

B. Accept 

C. Relay 

D. Reject 

Correct Answer: C 
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