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QUESTION 1

Refer to the exhibit. Which two actions should be taken as a result of this information? (Choose two.) 

A. Update the AV to block any file with hash "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

B. Block all emails sent from an @state.gov address. 

C. Block all emails with pdf attachments. 

D. Block emails sent from Admin@state.net with an attached pdf file with md5 hash
"cf2b3ad32a8a4cfb05e9dfc45875bd70". 

E. Block all emails with subject containing "cf2b3ad32a8a4cfb05e9dfc45875bd70". 

Correct Answer: AB 

 

QUESTION 2
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A security team received reports of users receiving emails linked to external or unknown URLs that are non-returnable
and non-deliverable. The ISP also reported a 500% increase in the amount of ingress and egress email traffic received.
After detecting the problem, the security team moves to the recovery phase in their incident response plan. Which two
actions should be taken in the recovery phase of this incident? (Choose two.) 

A. verify the breadth of the attack 

B. collect logs 

C. request packet capture 

D. remove vulnerabilities 

E. scan hosts with updated signatures 

Correct Answer: DE 

 

QUESTION 3
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Refer to the exhibit. According to the Wireshark output, what are two indicators of compromise for detecting an Emotet
malware download? (Choose two.) 

A. Domain name:iraniansk.com 

B. Server: nginx 
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C. Hash value: 5f31ab113af08=1597090577 

D. filename= "Fy.exe" 

E. Content-Type: application/octet-stream 

Correct Answer: CE 

 

QUESTION 4

Refer to the exhibit. Which two actions should be taken based on the intelligence information? (Choose two.) 

A. Block network access to all .shop domains 

B. Add a SIEM rule to alert on connections to identified domains. 
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C. Use the DNS server to block hole all .shop requests. 

D. Block network access to identified domains. 

E. Route traffic from identified domains to block hole. 

Correct Answer: BD 

 

QUESTION 5

An engineer is analyzing a ticket for an unexpected server shutdown and discovers that the web-server ran out of
useable memory and crashed. 

Which data is needed for further investigation? 

A. /var/log/access.log 

B. /var/log/messages.log 

C. /var/log/httpd/messages.log 

D. /var/log/httpd/access.log 

Correct Answer: B 

 

QUESTION 6

An engineer received a report of a suspicious email from an employee. The employee had already opened the
attachment, which was an empty Word document. The engineer cannot identify any clear signs of compromise but while
reviewing running processes, observes that PowerShell.exe was spawned by cmd.exe with a grandparent winword.exe
process. What is the recommended action the engineer should take? 

A. Upload the file signature to threat intelligence tools to determine if the file is malicious. 

B. Monitor processes as this a standard behavior of Word macro embedded documents. 

C. Contain the threat for further analysis as this is an indication of suspicious activity. 

D. Investigate the sender of the email and communicate with the employee to determine the motives. 

Correct Answer: A 

 

QUESTION 7
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Refer to the exhibit. After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection
system. The attack exploited a vulnerability in a business critical, web-based application and violated its availability.
Which two migration techniques should the engineer recommend? (Choose two.) 

A. encapsulation 

B. NOP sled technique 

C. address space randomization 

D. heap-based security 

E. data execution prevention 

Correct Answer: CE 

 

QUESTION 8

An engineer is investigating a ticket from the accounting department in which a user discovered an unexpected
application on their workstation. Several alerts are seen from the intrusion detection system of unknown outgoing
internet traffic from this workstation. The engineer also notices a degraded processing capability, which complicates the
analysis process. Which two actions should the engineer take? (Choose two.) 

A. Restore to a system recovery point. 

B. Replace the faulty CPU. 

C. Disconnect from the network. 

300-215 Practice Test | 300-215 Study Guide | 300-215 Braindumps                                7 / 8

https://www.leads4pass.com/300-215.html
https://www.leads4pass.com/300-215.html
https://www.leads4pass.com/300-215.html


https://www.leads4pass.com/300-215.html
2024 Latest leads4pass 300-215 PDF and VCE dumps Download

D. Format the workstation drives. 

E. Take an image of the workstation. 

Correct Answer: AE 

 

QUESTION 9

An "unknown error code" is appearing on an ESXi host during authentication. An engineer checks the authentication
logs but is unable to identify the issue. Analysis of the vCenter agent logs shows no connectivity errors. What is the next
log file the engineer should check to continue troubleshooting this error? 

A. /var/log/syslog.log 

B. /var/log/vmksummary.log 

C. var/log/shell.log 

D. var/log/general/log 

Correct Answer: A 

Reference: https://docs.vmware.com/en/VMware-
vSphere/6.7/com.vmware.vsphere.monitoring.doc/GUID-832A2618-6B11-4A28-9672-93296DA931D0.html 

 

QUESTION 10

Refer to the exhibit. Which encoding technique is represented by this HEX string? 

A. Unicode 

B. Binary 

C. Base64 

D. Charcode 

Correct Answer: B 

Reference: https://www.suse.com/c/making-sense-hexdump/ 
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