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QUESTION 1
DRAG DROP

Drag and drop the labels into the correct boxes, placing them in the correct order from top to bottom, for diagramming a
recommended multi-tier VMware Tunnel deployment.

Select and Place:

Answer Area

TLS

DMZ

End user

Front-End

Device Authentication

Back-End

Correct Answer:
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Answer Area

End user

Device Authentication

Front-End

TLS

Back-End

DMZ

QUESTION 2

Which is an AppConfig value that can be configured for the Workspace ONE application?
A. Rage Shake enable flag

B. Username and password

C. Direct enroliment flag

D. Workspace ONE catalog URL

Correct Answer: B

Reference: https://kb.vmtestdrive.com/hc/en-us/articles/360001313774-Android-Workspace-ONE-Adaptive-
Management#h_196225435881520004813896

QUESTION 3

Which Workspace ONE component can be integrated with VMware NSX to implement network micro-segmentation?
A. VMware Tunnel

B. VMware AirwWatch Content Gateway

C. VMware Identity Manager Connector
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D. VMware AirWatch Secure Email Gateway

Correct Answer: A

QUESTION 4

For a customer using the SaaS Workspace ONE suite, what setting is required in the Workspace ONE UEM console to
configure federated administrative and enrollment authentication?

A. SAML Integration in Directory Services

B. Advanced Settings of AirWatch Cloud Connector
C. Network Traffic Rules for VMware Tunnel

D. Session Management in Console Security

Correct Answer: D

QUESTION 5

Which is the VMware recommended sizing for high availability (HA)?
A. (N/3)+2 for all highly available components

B. N+3 for all highly available components

C. N+1 for all highly available components

D. Double the number of all components

Correct Answer: D

QUESTION 6

Which default attribute is used as a unique identifier for directory accounts in Workspace One Access?
A. userName

B. objectGUID

C. displayName

D. sAMAccountName

Correct Answer: A
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QUESTION 7

An administrator wants external end users to enroll new Windows 10 devices in Workspace ONE without the
administrator needing to register the device prior to enrollment. The organization requires all devices meet the
organization security requirements before the device joins the organization internal Active Directory domain.
Which Workspace ONE process accomplishes this task?

A. Microsoft Store for Business Enrollment

B. Manual Device Staging Enrollment

C. Bulk Provisioning and Enroliment

D. Office 365 Enroliment

Correct Answer: B

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.6/vmware-airwatch-guides-96/GUID-
AW96-Enrollment_ConsiderationsStaging.html

QUESTION 8

Which is required to push a Passport for Work Profile to a Windows endpoint?
A. Azure AD Domain Services

B. Passcode SDK Profile

C. Windows Auto Discovery Service

D. Workspace ONE Access Connector

Correct Answer: B

QUESTION 9

Which three configuration changes must be made to use an enterprise Certificate Authority (CA) for Mobile SSO with
iOS devices? (Choose three.)

A. Integrate 3rd party Certificate Authority (CA) with Workspace ONE UEM console
B. Configure Mobile SSO adapters in Workspace ONE to trust enterprise CA

C. Modify Mobile SSO profiles to use enterprise CA

D. Configure mobile application records in Workspace ONE to trust enterprise CA
E. Modify Workspace ONE authentication policies to use enterprise CA

F. Configure VMware Tunnel network traffic rules to allow access to enterprise CA

Correct Answer: ABF
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QUESTION 10

Which two third-party services are currently supported integrations into the Workspace ONE Intelligence Portal?
(Choose two.)

A. Slack

B. ZenDesk

C. Solarwinds

D. Remedy

E. Service Now

F. SysAid

Correct Answer: AE

Reference: https://kb.vmtestdrive.com/hc/en-us/articles/360002445574-Workspace-ONE-Intelligence-Overview

QUESTION 11

Which tool will help you troubleshoot SSO issues?
A. Certreq

B. Notepad ++

C. SAML Tracer

D. Postman

Correct Answer: C

Reference: https://community.jivesoftware.com/docs/DOC-202153

QUESTION 12

Which method can an administrator use to deploy the VMware Unified Access Gateway (UAG) appliance for use as a
Workspace ONE VMware Tunnel?

A. Manual install to a Linux Server

B. Manual install to a Windows Server

C. Powershell install to a Windows Server
D. Powershell install to vSphere

Correct Answer: B
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Reference: https://docs.vmware.com/en/Unified-Access-Gateway/3.3.1/com.vmware.uag-331-deploy-
config.doc/GUID-8B96F385-ADE5-4502-8485-6269EE41D222.html

QUESTION 13

Which two ways can managed content be assigned to users? (Choose two.)
A. Smart Group

B. Domains Group

C. Organization Group

D. User Group

E. Functional Group

Correct Answer: AC

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/9.5/vmware-airwatch-guides-95/GUID-
AW95-Rdmptn_Cds_Assign.html

QUESTION 14

Which two resources from Horizon Cloud can be made available in the Workspace ONE catalog? (Choose two.)
A. VMware Horizon Cloud ThinApp

B. VMware Horizon Cloud Desktops

C. VMware Horizon Cloud Apps

D. VMware Horizon Cloud Workspace Suite

E. VMware Horizon Application Management Bundle

Correct Answer: BC

Reference: https://techzone.vmware.com/resource/workspace-one-and-horizon-reference-architecture#sec2-sub5

QUESTION 15

Which two use cases would require a company to leverage the Workspace ONE Access Connector in addition to the
AirWatch Cloud Connector? (Choose two.)

A. Configure Mobile SSO on iOS devices.
B. Sync user accounts from LDAP to Workspace ONE Access console.

C. Deploy VMware productivity apps.
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D. Integrate a Certificate Authority.
E. Integrate with Virtual Desktop Services.

Correct Answer: AB
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