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QUESTION 1

What is the primary reason a business would require encrypted email delivery? 

A. Industry Best Practice 

B. Data Loss Prevention 

C. Customer Security 

D. Compliance 

Correct Answer: D 

 

QUESTION 2

Where does a company\\'s MX Record reside? 

A. Mail Transfer Agent 

B. Postix 

C. Firewall 

D. DNS 

Correct Answer: D 

 

QUESTION 3

How often are end users able to receive quarantine summary notifications? 

A. Every other day 

B. Once a week 

C. Every day 

D. The frequency is configured by the administrator 

Correct Answer: D 

 

QUESTION 4

How long are emails identified as spam kept in an end user\\'s quarantine? 

A. 14 days 

B. 5 days 
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C. 30 days 

D. 7 days 

Correct Answer: A 

 

QUESTION 5

What does Domain Keys Identified Mail (DKIM) use to verify that an email message was sent from an authorized mail
server? 

A. Public Key Cryptography 

B. Sender Policy Framework 

C. Private Key Cryptography 

D. Domain Name Service 

Correct Answer: D 

 

QUESTION 6

Which industry-standard type of policy, providing computer users with rules governing their actions on a company-
owned computer, would Data Protection help enforce? 

A. Password Policy 

B. Firewall Policy 

C. Encryption Policy 

D. Acceptable Use Policy 

Correct Answer: D 

 

QUESTION 7

Where does Email Security.cloud reside when it is deployed? 

A. Office 365 

B. Company Private Cloud 

C. Wide Area Network 

D. Local Area Network 

Correct Answer: A 
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QUESTION 8

What is the Symantec recommended best practice for testing a Data Protection policy? 

A. Copy to administrator 

B. Tag subject line 

C. Log only 

D. Redirect to administrator 

Correct Answer: A 

 

QUESTION 9

Which Email Security.cloud scanning service is unable to send emails to an end user\\'s quarantine? 

A. Image Control 

B. Anti-Spam 

C. Data Protection 

D. Anti-Malware 

Correct Answer: B 

 

QUESTION 10

Which email client is compatible with the Email Security.cloud Email Submission add-in? 

A. Google Apps 

B. Office 365 

C. Lotus Notes 

D. Microsoft Outlook 

Correct Answer: D 

 

QUESTION 11

Where can an administrator locate the "Pen Number" for an email quarantined by Anti-Malware? 

A. Administrator Quarantine 

B. Track and Trace 

C. Malware Release 
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D. End User Quarantine 

Correct Answer: C 

 

QUESTION 12

What does Address Registration protect against within the Email Security.cloud solution? 

A. Domain impersonation 

B. Email impersonation 

C. Email address spoofing attacks 

D. Targeted phishing attacks 

Correct Answer: A 

 

QUESTION 13

What is the purpose of Email Impersonation Control? 

A. To guard against spoofed client\\'s domains 

B. To guard against "whaling" attacks 

C. To guard against spoofed government domains 

D. To guard against spoofed IP addresses 

Correct Answer: B 

 

QUESTION 14

What is the minimum configuration requirement a customer must make to enable Email Security.cloud? 

A. Install Address Registration Tool 

B. Install Mail Security for Exchange 

C. Create SMTP pointer 

D. Change MX Record 

Correct Answer: D 

 

QUESTION 15

Which service needs to be enabled in order to populate Email Security.cloud data into a SIEM? 
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A. Email Data Feed 

B. Python Script API 

C. SIEM Feed 

D. Provisioning API 

Correct Answer: C 
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