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QUESTION 1

By default, HTTP traffic that is logged is recorded to which log facility?
A. bcreportermain_vl

B. main

C.elf

D. http

Correct Answer: B

Reference: https://wikileaks.org/spyfiles/files/0/241_BLUECOAT-SGOS_CMG_5.1.4_9.pdf (p.7)

QUESTION 2

What would happen if the ProxySG did not use surrogate credentials to authenticate users who use transparent proxy
connections?

A. They would not be able to authenticate to the ProxySG

B. The ProxySG does not need to use surrogate credentials to authenticate users who use transparent proxy
connections

C. They would have to reauthenticate for each domain that they access
Correct Answer: C

Reference: https://origin-symwisedownload.symantec.com/resources/webguides/proxysg/6.6/
reverse_proxy_webguide/Content/Topics/Tasks/Authentication/surrogate_credentials_co.htm

QUESTION 3

A local database can be used as an alternative of what?
A. The ProxySG does not support local databases

B. Either an on-box or off-box database

C. An off-box WebFilter database only

D. An on-box database only

Correct Answer: B

QUESTION 4
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Which of the following are common elements of a GET request? (Choose three.)
A. The protocol version

B. The MAC address of the client user agent

C. Aresource

D. A method

Correct Answer: ACD

QUESTION 5

In which client connection type are user agents aware that a proxy has been deployed?
A. Explicit proxy

B. In every connection type

C. Inline

D. Transparent

Correct Answer: A

QUESTION 6

Which is the default TCP port for HTTP?
A. 20

B. 80

C. 443

D. 43

Correct Answer: C

Reference: https://support.symantec.com/en_US/article. TECH242551.html

QUESTION 7

How does the Management Console perform commands on the ProxySG?
A. None of these answers

B. By using proprietary APIs to perform function calls on the ProxySG

C. By using Content Policy Language to control the ProxySG
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D. By generating the appropriate CLI commands and executing them

Correct Answer: D

QUESTION 8

On the ProxySG, can more than one authentication realm be active at any given time?
A. No

B. Yes

C. Only in explicit mode

D. Only in transparent mode

Correct Answer: B

QUESTION 9

Why is authentication using Basic credentials typically used over HTTPS?
A. Username and password are base-64 encoded

B. No session identifier is required

C. No cookies are required

D. No other credentials are compatible with HTTPS

Correct Answer: A

QUESTION 10

Which one of these statements best describes how policy checkpoints evaluate the installed policy on a ProxySG?
A. The Server In checkpoint decides which rules will be evaluated by the other checkpoints

B. The Client In checkpoint decides which rules will be evaluated by the other checkpoints

C. At each checkpoint, a decision is made whether to allow or deny the transaction

D. Relevant rules are evaluated at each checkpoint based on the information about the transaction that is available at
that point

Correct Answer: C

QUESTION 11
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If you lose the password to the setup console, which of these methods can be used to regain access to the setup
console? (Choose three.)

A. Open a serial connection, and use the CLI command restore-defaults factory-defaults
B. Use the appliance reset button, if available on this model

C. Use the front panel buttons and screen, if available on this model, to reset the password
D. Press Control + ALT + DEL

Correct Answer: ABC

Reference: https://wikileaks.org/spyfiles/files/0/213_BLUECOAT-810 install_guide_4.x_5.x.pdf

QUESTION 12

Which one of these statements best describes how the ProxySG locates an object in its cache?

A. The ProxySG uses the hostname in the object\\'s URL to determine in which cache directory the object is located

B. The ProxySG uses the first 32 bytes of the object\\'s URL to determine in which cache directory the object is located

C. The ProxySG performs a hash against the URL of the object and uses the hash as the basis for a lookup into the
table of cached objects

Correct Answer: C

QUESTION 13

What can proxy servers do? (Choose three.)
A. Rewrite request messages

B. Interpret request messages

C. Block malicious content

D. Scan traffic for viruses

Correct Answer: ACD

Reference: https://origin-symwisedownload.symantec.com/resources/webguides/proxysg/
security_first_steps/Content/PDFs/Malware_Prevention_Solution.pdf

QUESTION 14
What Symantec product allows you to go back in time to identify the root cause of an infection or compromise?

A. Security Analytics
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B. Management Center
C. Reporter

D. Content Analysis
Correct Answer: A

Reference: https://www.symantec.com/content/dam/symantec/docs/solution-briefs/secutity-analytics-andpacket-capture-
en.pdf

QUESTION 15

Where would you look to find a record of all of configuration changes, as well as which administrator account committed
those changes?

A. Statistics > Advanced
B. Active sessions

C. Event log

D. Access log

Correct Answer: C
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