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QUESTION 1

During which phase of the forensic process are tools and techniques used to extract the relevant information from the
collective data? 

A. examination 

B. reporting 

C. collection 

D. investigation 

Correct Answer: A 

Examinations involve forensically processing large amounts of collected data using a combination of automated and
manual methods to assess and extract data of particular interest, while preserving the integrity of the data. Forensic
tools and techniques appropriate to the types of data that were collected are executed to identify and extract the
relevant information from the collected data while protecting its integrity. Examination may use a combination of
automated tools and manual processes. 

 

QUESTION 2

Which technology generates events utilizing proxy logs? 

A. Firepower 

B. Email Security Appliance 

C. Stealthwatch 

D. Web Security Appliance 

Correct Answer: D 

 

QUESTION 3

Which of the following is not true about listening ports? 

A. A listening port is a port held open by a running application in order to accept inbound connections. 

B. Seeing traffic from a known port will identify the associated service. 

C. Listening ports use values that can range between 1 and 65535. 

D. TCP port 80 is commonly known for Internet traffic. 

Correct Answer: B 
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QUESTION 4

Which two compliance frameworks require that data be encrypted when it is transmitted over a public network? (Choose
two.) 

A. PCI 

B. GLBA 

C. HIPAA 

D. SOX 

E. COBIT 

Correct Answer: AC 

 

QUESTION 5

Which option is generated when a file is run through an algorithm and generates a string specific to the contents of that
file? 

A. URL 

B. hash 

C. IP address 

D. destination port 

Correct Answer: B 

 

QUESTION 6

When performing threat hunting against a DNS server, which traffic toward the affected domain is considered a starting
point? 

A. HTTPS traffic 

B. TCP traffic 

C. HTTP traffic 

D. UDP traffic 

Correct Answer: D 

 

QUESTION 7

Which of the following statements is true about processes and threads? 
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A. Each thread starts with a single process, known as the primary process, but can also create additional processes
from any of itsservices. 

B. Each service starts with a single hive, known as the primary hive, but can also create additional threads from any of
its hives. 

C. Each process starts with a single thread, known as the primary thread, but can also create additional threads from
any of its threads. 

D. Each hive starts with a single thread, known as the primary thread, but can also create additional threads from any of
its threads. 

Correct Answer: C 

 

QUESTION 8

Which option has a drastic impact on network traffic because it can cause legitimate traffic to be blocked? 

A. true positive 

B. true negative 

C. false positive 

D. false negative 

Correct Answer: C 

 

QUESTION 9

Which two potions about deterministic and probabilistic analysis are true? (Choose two.) 

A. probabilistic analysis uses data known beforehand and deterministic analysis is based off assumptions. 

B. Deterministic analysis uses data known beforehand and probabilistic analysis based off of assumptions. 

C. Deterministic analysis is based off of assumptions 

D. Probabilistic analysis result in a result that is definitive. 

E. probabilistic analysis results in a result that is not definitive. 

Correct Answer: BE 

 

QUESTION 10

According to NIST SP800-86, which action describes volatile data collection? 

A. collection of data before a system reboot 

B. collection of data that contains malware 
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C. collection of data during a system reboot 

D. collection of data after a system reboot 

Correct Answer: A 

 

QUESTION 11

Which Cyber Kill Chain Model category does attacking a vulnerability belong to? 

A. Exploitation 

B. Action on Objectives 

C. Installation 

D. Delivery 

Correct Answer: A 

 

QUESTION 12

Which two HTTP header fields relate to intrusion analysis? (Choose two). 

A. user-agent 

B. host 

C. connection 

D. language 

E. handshake type 

Correct Answer: AB 

 

QUESTION 13

Which of the following is an example of a coordination center? 

A. Cisco PSIRT 

B. Microsoft MSRC 

C. CERT division of the Software Engineering Institute (SEI) 

D. FIRST 

Correct Answer: C 
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QUESTION 14

Refer to the exhibit. Which packet contains a file that is extractable within Wireshark? 

A. 1986 

B. 2318 

C. 2542 

D. 2317 

Correct Answer: B 

 

 

QUESTION 15

The united State CERT provides cybersecurity protection to Federal, civilian, and executive branch agencies through
intrusion detection and prevention capabilities. Which type of incident response team is this an example of? 

A. Federal PSIRT 

B. National PSIRT 

C. National CSIRT 

D. Federal CSIRT 

Correct Answer: C 
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