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QUESTION 1

Which file is the primary configuration file for DNS name resolution in Linux? 

A. hosts 

B. lmhosts 

C. resolv.conf 

D. dnshost.conf 

Correct Answer: C 

 

QUESTION 2

Which type of access controls are used to protect an asset before a breach occurs? (Select all that apply.) 

A. Preventive 

B. Deterrent 

C. Corrective 

D. Recovery 

Correct Answer: AC 

 

QUESTION 3

What web server platform is commonly used on Linux servers? 

A. IIS 6.0 

B. OPERA 

C. SNakePit 

D. APACHE 

Correct Answer: D 

 

QUESTION 4

The application layer of the TCP/IP model corresponds to which of the following three layers of the OSI model? (Choose
three.) 

A. application 
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B. transport 

C. session 

D. presentation 

E. data link 

Correct Answer: ACD 

 

QUESTION 5

Which protocol is expected to have NTP a user agent, host, and referrer headers in a packet capture? 

A. NTP 

B. HTTP 

C. DNS 

D. SSH 

Correct Answer: B 

 

QUESTION 6

Which two statements are true regarding IPS alerts? (Choose two.) 

A. Security analysts need to be able to filter out false alerts and find any common denominators between the true
alerts. 

B. IPS alerts always indicate that an attack is occurring. 

C. IPS alerts are only part of the picture; security analysts also need to correlate IPS alerts with other data. 

D. IPS alerts can always identify the true attacker by using signature file and security intelligence feeds. 

Correct Answer: AC 

 

QUESTION 7

Which best describes a fast flux service network? 

A. uses DNS servers to resolve many different IP addresses over short span of time 

B. a high-bandwidth network 

C. a low latency network 

D. a network that generates large number of random domain names 
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Correct Answer: A 

 

QUESTION 8

Which type of controls best describe a fence? 

A. Administrative, preventive 

B. Administrative, logical 

C. Physical, deterrent 

D. Logical, compensating 

Correct Answer: C 

 

QUESTION 9

A feature of the Linux shell is the ability to run multiple commands in a single command line. What characters must be
placed between the commands in order for this to work? 

A. $% 

B. ++ 

C. andand 

D. ** 

Correct Answer: C 

 

QUESTION 10

In military and governmental organizations, what is the classification for an asset that, if compromised, would cause
severe damage to the organization? 

A. Top Secret 

B. Secret 

C. Confidential 

D. Unclassified 

Correct Answer: B 

 

QUESTION 11

Which resource record type is used to display the mail servers for a domain? 
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A. CNAME 

B. MX 

C. AAAA 

D. PTR 

Correct Answer: B 

 

QUESTION 12

The type of access attack that allows an attacker to take over a session or spoof a session is done using which
technique? 

A. brute-force 

B. password attack 

C. man-in-the-middle 

D. malware insertion 

Correct Answer: C 

 

QUESTION 13

What is the correct path to access on the example.txt file using Windows file share where the servername is "rwc" and
the sharename is "users"? 

A. \rwc\users\example.txt 

B. \\rwc\users\example.txt 

C. \\rwc\users\\example.txt 

D. .rwc\users\example.txt 

E. ..rwc\users\example.txt 

Correct Answer: B 

 

QUESTION 14

Apache will send diagnostic information and record any errors that it encounters to which of the following? 

A. ErrorLog 

B. Dump.txt 

C. syslog 
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D. Accesslog 

Correct Answer: A 

 

QUESTION 15

The Cisco Web Security Appliance (Cisco WSA) can be both a physical and virtual instance. Which two of the following
options are hypervisors that are currently supported in a virtual implementation of Cisco WSA? (Choose two.) 

A. Citrix XenServer 

B. Oracle VM Server for x86 

C. VMware ESXi 

D. Nutanix Acropolis 

E. Kernel-Based Virtual Machine 

Correct Answer: CE 
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