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QUESTION 1

Which five of the following options does the process of key management deal with? (Choose five.)
A. subject identity

B. secure generation

C. verification

D. identification

E. exchange

F. storage

G. matching

H. destruction of keys

Correct Answer: BCEFH

QUESTION 2

What does WMI stand for?

A. Windows Management Instructions

B. Windows Management Instrumentation
C. Windows Monitor Instrumentation

D. Windows Monitor Instructions

Correct Answer: B

QUESTION 3

What is the purpose of a DLP policy?

A. to prevent end users from abusing corporate email services

B. to prevent end users from participating in internal phishing attacks

C. to prevent end users from sending sensitive or critical information outside the corporate network
D. to prevent end users from inadvertently disrupting corporate email services

Correct Answer: C
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QUESTION 4

Which tab is available from the task manager and the msconfig utility?
A. processes

B. services

C. tools

D. boot

Correct Answer: B

QUESTION 5

Which action is an attacker taking when they attempt to gain root access on the victims system?
A. Privilege escalation

B. Command injections

C. Root kit

D. Command and control

Correct Answer: A

QUESTION 6
When using PKI which two of the following are true? (Choose two.)

A. Currently, PKI digital identity certificates use the X.509 version 3 structure.

B. Currently, the PKI architecture requires that the client devices stay in constant contact with the CA in order to trust a

certificate that is issued by the CA.

C. A client device must trust the CA in order to validate another device certificate that is issued by the same CA.

D. The CA does not sign the user or device certificate; it only signs its own root certificate

Correct Answer: AC

QUESTION 7

Which Linux component is being affected if the malware is altering the Linux memory management functions?

A. user space
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B. kernel space
C. hardware
D. user applications

Correct Answer: B

QUESTION 8

Which two determine the speed at which a password can be cracked using the brute-force method? (Choose two.)
A. willingness of the victim to share personal information

B. the attacker\\'s computer speed

C. the attacker\\'s list of the commonly used passwords

D. the length and complexity of the password

Correct Answer: BD

QUESTION 9

If a host on a network wants to ping another host on the same network, which three of the following options are
required? (Choose three.)

A. ICMP echo request and echo reply

B. source and destination IP addresses

C. source and destination MAC addresses
D. source and destination ports

E. default gateway MAC address

F. default gateway IP address

Correct Answer: ABC

QUESTION 10

Which two of the following statements are true regarding the CAM and TCAM tables? (Choose two.)
A. A CAM table is primarily used to make Layer 2 forwarding decisions.

B. A CAM table contains the MAC-to-IP address mappings.

C. ATCAM table stores ACL, QoS, and other information that is generally associated with upper-layer processing.
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D. TCAM is a specialized CAM that enables a Layer 2 switch to perform wire speed switching.
E. The CAM and TCAM tables are populated using a routing protocol.

Correct Answer: AC

QUESTION 11

What three elements can be configured in firewall polices to detect network-based malware? (Choose three.)
A. commonly used rainbow hash tables

B. commonly used protocols

C. SHA-256 hashes

D. metadata stored that is within the files

E. access control lists (ACLS)

Correct Answer: BCD

QUESTION 12

Which one of the following options must a host on an Ethernet network know about a destination in order to send an
Ethernet frame to that destination?

A. receiving port number
B. IP address

C. MAC address

D. window size

Correct Answer: C

QUESTION 13

Which of the following functions are typically provided by an SIEM? (Select all that apply.)
A. Log correlation

B. Log archiving

C. Log normalization

D. Log correction

Correct Answer: ABC
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QUESTION 14

What is the best way to manage personally identifiable information (PIl) data?
A. back it up on a local hard drive

B. apply confidentiality processes when handling it

C. use mandatory access control to secure it

D. sign it using a digital signature

Correct Answer: B

QUESTION 15

What command can a user issue to view the name resolution result for a DNS entry?
A. Ip domain lookup

B. net lookup

C. nslookup

D. dnsresolv

Correct Answer: C
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