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QUESTION 1

A http web server hosted on an Oracle cloud infrastructure compute instance in a public subnet of the vcsl virtual
cloudnetwork has a stateless security ingress rule for port 80 access through internet gateway stateful network security
group natification for port 80 how will the Oci ven handle request response traffic to the compute instance for a web
page from the http server with port 807

A. network security group would supersede the security utility list and allow both inbound and outbound traffic

B. the union of both configuration would happen and allow both inbound and outbound traffic

C. due to the conflict in security configuration inbound request traffic would not be allowed

D. Because there is no Egress ruled defined in Security List, The Response would not pass through Internet Gateway.

Correct Answer: D

QUESTION 2

A number ofmalicious requests for a web application is coming from a set of IP addresses originating from Antartica.
Which of the following statement will help to reduce these types of unauthorized requests ?

A. Delete NAT Gateway from Virtual Cloud Network

B. Use WAF policy using Access Control Rules

C. List specific set of IP addresses then deny rules in Virtual Cloud Network Security Lists

D. Change your home region in which your resources are currently deployed

Correct Answer: B

QUESTION 3

With regard to WAF in OCI, which of the following statements are NOT customer\\'s responsibility? Select TWO
answers.

A. Configure WAF policies for websites

B. WAF edge nodes with High Availability

C. Configure Bot Managementstrategies for a website traffic
D. Import latest OWASP Core Rule Sets

Correct Answer: BD
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QUESTION 4

Encrypt Data in Block Volumes

E"-.‘rr,?rﬂ Architect. Security Architect Dot Archfnec!

The Cracle Cloud Infrastructune Block Violuemes sarvice slveys enorypis all Black vollurmnes and bool volurmes st rest by using
the Advanced Encryption Standsnd [AES) slgorithm with J58508 orys. Consider the following additional encryption options

= Encrypt ofl of your volumes and thelr backups by using beys that you cwn, and you can manage the keys by using the
Ovncle Clowd Infrastructure Vieull service

o Data is trangferned betvween an ingtance and the MRached block volume through an infernal and RAEHIY secune netvwark
Yiou Can enabip IN-1rantit encryRien for paravirtualioed volume aRaChments o virtusl machine inslandes

Encrypt Data in File Storage
Enterprite Architect, Security Architect Dote Architec!

The Oracle Cloud Infrastructune File Storape service sncrypts oll data ot rest. By default, the Nile sy3terms are encrypted by
ubing Ovacle-managed encryphion b

Encrypt ol of your fle syatems by uting ey that you own. You Can manags the eyt by ushng the Orscle Cloud
Irfrastruciure Vaull wervice

With regard to OCI Audit Log Service, which of the statement is INCORRECT?

A. Retention period for audit events cannot be modified

B. REST API calls can be recorded by Audit service

C. Audit Events gets collected when modification within objects stored inan Object Storage bucket
D. Events logged by the Audit service can be viewed by using the Console, API, or the SDK for Java

Correct Answer: C

QUESTION 5

As a security administrator, you want to create cloud resources that alignwith Oracle\\'s security principles and best
practices. Which security service should you use?

A. Identity and Access Management
B. Cloud Guard

C. Security Advisor

D. Web Application Firewall (WAF)

Correct Answer: C

QUESTION 6
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Which statement is not true about Cloud Security Posture?

A. Problems contain data about the specific type of issue that was found.

B. Problems can be resolved, dismissed, or remediated.

C. Problems are defined by the type of detector that creates them: activity or configuration.
D. Problems are created when Cloud Guard discovers a deviation from a responder rule.
Correct Answer: D

https://www.oracle.com/security/cloud-security/what-is-cspm/

QUESTION 7

Which statement is true about using custom BYOI instances in Windows Servers that are managed by OS Management
Service?

A. Windows Servers that does not have the minimum agent version does not require an agent update or installation.
B. Windows Servers that already has the minimum agent version does not require an agent update or installation.
C. Windows Servers that already has the minimum agent version requires an agent update or installation.

D. Windows Servers that does not have the minimum agent version requires an agent update or installation.
Correct Answer: D

https://docs.oracle.com/cd/E11857_01/install.111/e15311/agnt_install_windows.htm

QUESTION 8

What do the features of OS Management Service do?

A. Add complexity in using multiple tools tomanage mixed-OS environments.
B. Provide paid service and support to OCI subscribers for fixes on priority.
C. Increase security and reliability by regular bug fixes.

D. Encourage manual setup to avoid machine-induced errors.

Correct Answer: C

https://docs.oracle.com/en/solutions/oci-best-practices/manage-your- operating-systems1.html

QUESTION 9

Which Oracle Cloud Service provides restricted accessto target resources?
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A. Bastion

B. Internet Gateway
C. Load balancer
D. SSL certificate
Correct Answer: A
Bastion

Oracle Cloud Infrastructure Bastion provides restricted and time-limited access to target resources that don\\'t have
public endpoints.

Oracle Cloud Infrastructure (Region)
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https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security _features.htm

QUESTION 10

Which OCI services can encrypt all data-at-rest ? Select TWO correct answers
A. File Storage

B. NAT Gateway

C. Block Volumes
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D. Geolocation Steering

Correct Answer: AC

QUESTION 11

Which statement about Oracle Cloud Infrastructure Multi-Factor Authentication (MFA)is NOT valid?

A. Users cannot disable MFA for themselves.

B. A user can register only one device to use for MFA.

C. Users must install a supported authenticator app on the mobile device they intend to register for MFA.
D. An administrator can disable MFA for another user.

Correct Answer: A

QUESTION 12

Which statement is true about Oracle Cloud Infrastructure (OCI) Object Storage server-side encryption?
A. All the traffic to and from object storage is encrypted by using Transport Layer Security.

B. Encryption is not enabled by default.

C. Customer-provided encryption keys are never stored in OCI Vault service.

D. Each object in a bucket is always encrypted with the same data encryption key.

Correct Answer: A

QUESTION 13

Which is NOT a part of Observability and Management Services?
A. Event Services

B. OCI Management Service

C. Logging Analytics

D. Logging

Correct Answer: B

https://www.oracle.com/in/manageability/
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QUESTION 14

Which cache rules criterion matches if the concatenation of the requested URL path and query are identical to the
contents of the value field?

A. URL_PART_CONTAINS

B. URL_IS

C. URL_PART_ENDS_WITH

D. URL_STARTS_WITH

Correct Answer: B

URL_IS: Matches if the concatenation of request URL path and query is identical to the contents of the value field. URL

must start with a /. https://docs.oracle.com/en-us/iaas/tools/terraform-provider-
oci/4.57.0/docs/d/waas_waas_policy.html

QUESTION 15

What information do youget by using the Network Visualizer tool?
A. State of subnets in a VCN

B. Interconnectivity of VCNs

C. Routes defined between subnets and gateways

D. Organization of subnets and VLANSs across availability domains
Correct Answer: B

https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/network_visualizer.htm You can view and understand the
following from this diagram:

How VCNs are inter-connected
How on-premises networks are connected (using FastConnect or Site-to-Site VPN)

Which routing entities (DRGs and so on) control trafficrouting How your transit routing is configured
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