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QUESTION 1

Which protocol is used to transfer data from an Oracle Management Cloud Gateway to the Oracle Management Cloud?
A. SFTP B. HTTPS

C. SQL*NET

D. Oracle\\'s proprietary TCP-based protocol

E. T3S

Correct Answer: B

Reference: https://docs.oracle.com/en/cloud/paas/management-cloud/emcad/deploying-and-
managingoraclemanagement-cloud-agents.pdf

QUESTION 2

When using Oracle Management Cloud, you observe this error:

Linux Cron Logs /var/log/cron* This source specifies a file that cannot be read by the agent.
Ensure the file to be monitored is readable by the user the
agent is installed as.

How should you resolve this?

A. Stop and start the agent.

B. Uninstall and reinstall the agent.

C. Add read permissions for the agent user on /var/log/cron*.

D. Change the owner of the LOG directory /var/log to match that of the Cloud agent user.

Correct Answer: C

QUESTION 3

Your customer wants to install 10,000 Oracle Management Cloud (OMC) cloud agents for Oracle Log Analytics. What is
the minimum number of gateway agents needed for the deployment?

A. 1 gateway agent; being a gateway, it can manage data transfer for any number of cloud agents
B. 10 gateway agents; because a gateway can manage data transfer for up to 1,000 cloud agents
C. 5 gateway agents; because a gateway can manage data transfer for up to 2,000 cloud agents

D. 2 gateway agents; because a gateway can manage data transfer for up to 5,000 cloud agents
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Correct Answer: C

QUESTION 4

You have deployed Oracle Security Monitoring and Analytics (SMA) in your organization for detecting anomalies based
on learned behavioral patterns from users and assets. Which two methods will SMA use? (Choose two.)

A. Application Performance Management
B. SQL Analysis

C. Self Organizing Maps

D. Peer Group Analysis

Correct Answer: BD

Reference: https://docs.oracle.com/en/cloud/paas/management-cloud/omsma/using-oraclesecuritymonitoring-and-
analytics.pdf (B-1)

QUESTION 5

There has just been an update to Oracle Management Cloud (OMC). What is the sequence of actions when upgrading
the Data Collector?

A. Open the OMC Agents webpage, click the Data Collectors tab, select your agent, and click the Upgrade button.

B. Stop the agent, Open the OMC Agents webpage, click the Data Collectors tab, select your agent, and click the
Upgrade button.

C. Stop the agent, Open the OMC Agents webpage, click the Data Collectors tab, click the Upgrade All button, and
restart your agent.

D. Open the OMC Agents webpage, confirm that the upgrade is available, and click the Reinstall All button.

Correct Answer: A

QUESTION 6

You need to use Oracle IT Analytics to view performance data on an Oracle Database. What step do you need to
perform first?

A. Manually enter your target data into the OMC console.

B. Enable Enterprise Edition on the entity.

C. Define your target in the Configuration Management Database (CMDB)
D. Bulk upload the target data to the OMC data cube.

E. Run the Agentinstall.sh script with the ?nalyze parameter on your target.
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Correct Answer: E
Reference:
https://www.google.com/url?sa=tandrct=jandg=andesrc=sandsource=webandcd=1andved=2ahUKEwiC5PnztY Xf

AhVko3EKHZOODAQFjAAegQIABACandurl=https%3A%2F%2Fcloudcustomerconnect.oracle.com%2Ffile s
%2F47822669h9%2FOMC_for_ExadatA.pdfandusg=A0vVaw3bfRN3ulm8jyG0fThJhulZ

QUESTION 7

A WebLogic entity has been selected for analysis using Oracle IT Analytics. Identify one method to confirm that data for
the WebLogic entity is being successfully uploaded to the Oracle Management Cloud.

A. Check the agent collector logs to verify that the data for the WebLogic entity is getting harvested.

B. Check the gateway logs to verify that the data for the WebLogic entity is being sent to OMC.

C. Use the Oracle IT Analytics Administration page to find out which WebLogic entities are receiving datA.

D. Check for the entity in the App Server Resource Analytics or App Server Performance Analytics dashboards.

Correct Answer: D

QUESTION 8

To monitor a host using Oracle Infrastructure Monitoring you needto .

A. Install a cloud agent on this host and explicitly enable host monitoring for this host.
B. Install a cloud agent on this host and define the host entity with this agent.

C. Install a cloud agent on this host, create required host monitoring credentials and define the host entity with this
agent.

D. Only explicitly enable host monitoring for this host.
Correct Answer: A

Reference: https://docs.oracle.com/en/cloud/paas/management-cloud/moncs/add-
entitiesinfrastructuremonitoring.html#GUID-4331DD53-7C53-4D5C-8435-5B6247611B64

QUESTION 9

When diagnosing a server response time issue using Application Performance Monitoring, what is the smallest sample
period that you can select to display?

A. Last day
B. Last 15 mins

C. Last 60 mins
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D. Last 6 hours
E. Last 10 mins
F. Last 1 min

Correct Answer: E

QUESTION 10

You want to use machine learning to focus on threats against a specific database and its query execution activity, and
the number and order of SQL executions performed by apps. Which two statements are true for using this model?
(Choose two.)

A. Security model must be based on Authentication or Data Access.

B. Audit logs must be collected by Oracle Log Analytics.

C. Auditing must be enabled for the database to be used.

D. Database must be backed up before being added to the SQL Analysis Model.

E. Learning period can be selected only as days from time unit.

Correct Answer: BC

Reference: https://docs.oracle.com/en/cloud/paas/management-cloud/omsma/using-oraclesecuritymonitoring-and-
analytics.pdf (p. 35)

QUESTION 11

Which command should you run to check the WebLogic Server version?
A. java -cp weblogic.jar weblogic.version

B. tail weblogic.version

C. Weblogic_vercheck.exe

D. grep version weblogic.jar

Correct Answer: A

QUESTION 12
Identify the required component in an Oracle Log Analytics deployment.

A. Data Collector
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B. Proxy Agent

C. File Encrypter

D. Oracle Management Repository
E. Gateway

F. Cloud Agent

Correct Answer: F

Reference: https://docs.oracle.com/en/cloud/paas/management-cloud/logcs/using-oracle-log- analytics.pdf

QUESTION 13

Your customer utilizes an authenticated web proxy to connect to the Internet. You need to install an Application
Performance Monitoring (APM) agent for a WebLogic server. What should you do?

A. Add an exception to Web browser proxy settings to access Oracle Management Cloud.
B. Shut down the Web proxy during APM agent installation.

C. Generate a proxy token to access the Oracle Management Cloud gateway agent.

D. Generate and download a registration key for the Web proxy.

E. Update the config file AgentHttpBasic.properties with the user/password or token.

F. Specify a fully qualified Oracle Repository name during agent deployment.

Correct Answer: D

QUESTION 14

When deploying an Oracle Management Cloud agent, an error was encountered. What is one of the methods that you
would use to troubleshoot this?

A. Log in to Cloud.oracle.com and in MyServices check in the Agents tab for any errors and then select the "redeploy”
check box.

B. Load data into the Management Repository if found empty.
C. Verify that a registration key value had been input and that the key had a valid status.
D. Review IP address of agents for any conflict and reassign the agent being deployed to a new address range.

Correct Answer: C

QUESTION 15
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Which two answers include examples of tasks that can be performed using Oracle Orchestration? (Choose two.)
A. Automatically create an OMC instance.

B. Configure a cloud agent, running scripts on multiple hosts.

C. Correct rule violations, provision an entire application stack.

D. Resize cloud resources, provision new instances of a database, running scripts on multiple hosts.

Correct Answer: CD

Reference: https://docs.oracle.com/en/cloud/paas/management-cloud/orccs/using-oracle- orchestration.pdf
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