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QUESTION 1

Which two are true for Oracle Cloud Infrastructure DNS? (Choose two.)

A. It can function only as a primary DNS.

B. It supports other cloud providers such as AWS and Azure.

C. It supports segregation of traffic by using the private pool.

D. It does not provide DDoS protection.

Correct Answer: BC

References: B ?Support for Oracle Cloud Infrastructure, other Cloud provider endpoints (AWS, Azure) and private
assets, including Cloud, CDNs and Data Centers C ?Customers may purchase Oracle Cloud Infrastructure Private Pool
and Vanity Nameserver to have their Domain Names and Zones under a private IP pool with dedicated nameservers to

segregate from those of other customers in order to reduce the risk of external issues affecting their websites.
https://www.oracle.com/cloud/networking/dns-fag.html

QUESTION 2

Which two resources reside exclusively in a single Oracle Cloud Infrastructure Availability Domain? (Choose two.)
A. Identity and Access Management Groups

B. Object Storage

C. Web Application Firewall policy

D. Block volume

E. Compute instance

Correct Answer: DE

Availability Domain-Specific Resources DB Systems ephemeral public IPs instances: They can be attached only to
volumes in the same availability domain. subnets: When you create a subnet, you choose whether it is regional or

specific to an availability domain. Oracle recommends using regional subnets. volumes: They can be attached only to
an instance in the same availability domain.

QUESTION 3

When you try to create an instance on Oracle Cloud Infrastructure (OCI), what are three valid sources to choose the
image from?

A. Dedicated VM Host
B. Object Storage

C. Bare Metal Instance
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D. Platform Images
E. Custom Image

F. Partner Images

G. Instance Pools
Correct Answer: DEF

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/launchinginstance.htm

QUESTION 4

You have setup your environment as shown below with the Mount Target "MT" successfully mounted on
both compute instances CLIENT-X and CLIENT-Y.

For security reasons you want to control the access to the File System A in such a way that CLIENT-X has

READ/WRITE and CLIENT-Y has READ only permission.
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What you should do?

A. Update the OS firewall in CLIENT-X to allow READ/WRITE access.

B. Update the security list TWO to restrict CLIENT-Y access to read-only.

C. Update the mount target export options to restrict CLIENT-Y access to read-only.
D. Update the security list ONE to restrict CLIENT-Y access to read only.

Correct Answer: D

QUESTION 5

With regard to Oracle Cloud Infrastructure Load Balancing service, which two actions will occur when a backend server
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that is registered with a backend set is marked to drain connections?

A. All existing connections to this backend sever will be immediately closed.

B. Requests to this backend server are redirected to a user-defined error page.

C. All new connections to this backend server are disallowed.

D. Connections to this backend server will remain open until all in-flight requests are completed.
E. All connections to this backend server are forcibly closed after a timeout period.

Correct Answer: CD

Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Reference/sessionpersistence.htm

QUESTION 6

There are multiple options of migrating Oracle Databases from on-premises to Oracle Cloud Infrastructure. Which two
characteristics do you need to consider when choosing a migration method? (Choose two.)

A. On-premises database character set and application version
B. On-premises database version and quantity of data, including indexes

C. On-premises host operating system platform and network bandwidth D. On-premises connectivity using remote and
local VCN peering

Correct Answer: BC

References: https://docs.cloud.oracle.com/iaas/Content/Database/Tasks/migrating.htm Some of the characteristics and
factors to consider when choosing a migration method are: On-premises database version Database service database
version On-premises host operating system and version On-premises database character set Quantity of data, including

indexes Data types used in the on-premises database Storage for data staging Acceptable length of system outage
Network bandwidth

QUESTION 7

You are a system administrator of your company and you are asked to manage updates and patches across all your
compute instances running Oracle Linux in Oracle Cloud Infrastructure (OCI). As part of your task, you need to apply all
the latest kernel security updates to all instances. Which OCI service will allow you to complete this task?

A. Resource Manager

B. OS Management

C. Storage Gateway

D. Streaming E. Registry

Correct Answer: B

Reference: https://blogs.oracle.com/cloud-infrastructure/os-management-with-oracle-cloud-infrastructure
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QUESTION 8
Which statement is true about Oracle Cloud Identifiers (OCID)?
A. mytenancy.oc.ocid is a valid OCID.

B. If you delete a user, and them create a new user with the same name, the user will be considered a different user
because of different OCIDs.

C. Users can customize OCIDs for all the resources in their compartments.

D. If you delete a user, and then create a new user with the same name, the new user will be assigned the exact same
OCIDs as the system remembers.

Correct Answer: B

References:

QUESTION 9

Which two statements are true about encryption on Oracle Cloud Infrastructure (OCI)? (Choose two.)
A. By default, object storage and block storage are encrypted at rest.

B. A customer is responsible for data encryption in all services of OCI.

C. By default, DB Systems offers an encrypted database.

D. By default, NVMe drives are encrypted but the block volume service is not.

Correct Answer: AC

References: https://cloud.oracle.com/storage/object-storage/features

QUESTION 10

Which option is NOT a valid action within the Oracle Cloud Infrastructure (OCI) Block Volume service?
A. Clone an existing volume to a new, larger volume.

B. Restore from a volume backup to a larger volume.

C. Shrink an existing volume in place with offline resizing.

D. Expand an existing volume in place with offline resizing.

Correct Answer: C

QUESTION 11
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Where do you find the thsnames.ora for your Autonomous Data Warehouse (ADW) database?

A. You can download tnsnames.ora from Oracle Cloud Infrastructure web console under ADW details page
B. The tnsnames.ora file is included in credentials.zip file that you download from service console of ADW
C. The ADW database will place the tnsnames.ora file in an object storage bucket

D. You are automatically prompted to download the thsnames.ora file upon creation of the ADW database

Correct Answer: B

https://docs.oracle.com/en/cloud/paas/autonomous-data-warehouse-cloud/user/connectintorduction.html#GUID-
CD4C10A6-1C1E-4969-8F67-1433B6CE626A To download client credentials from the Autonomous Transaction

Processing Service Console:

-From the Service Console click the Administration link.

-Click Download Client Credentials (Wallet).

-On the Download Client Credentials (Wallet) page, enter a wallet password in the Password field and
confirm the password in the Confirm Password field. The password must be at least 8 characters long and
must include at least 1 letter and either 1 numeric character or 1 special character. This password protects
the downloaded Client Credentials wallet.

-Click Download to save the client security credentials zip file. By default the filename is:
Wallet_databasename.zip. You can save this file as any filename you want. You must protect this file to
prevent unauthorized database access.

The zip file includes the following:

tnsnames.ora and sqlnet.ora: Network configuration files storing connect descriptors and SQL*Net client
side configuration.

cwallet.sso and ewallet.p12: Auto-open SSO wallet and PKCS12 file. PKCS12 file is protected by the
wallet password provided in the UI.

keystore.jks and truststore.jks: Java keystore and truststore files. They are protected by the wallet
password provided while downloading the wallet.

ojdbc.properties: Contains the wallet related connection property required for JDBC connection. This

should be in the same path as tnsnames.ora.

QUESTION 12

Which five are the required parameters to launch an instance in Oracle Cloud Infrastructure? (Choose five.)
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A. subnet

B. Availability Domain

C. Virtual Cloud Network
D. host name

E. instance shape

F. image operating system
G. private IP address
Correct Answer: ABCEF

References: https://docs.cloud.oracle.com/iaas/Content/Compute/Concepts/computeoverview.htm

QUESTION 13

Which three are capabilities of the dbaascli utility? (Choose three.)

A. Patching the primary database deployment

B. Open port 1521 in the VCN to allow for traffic to the listener

C. Start and open the database instance

D. Switchover and failover in an Oracle Guard configuration

E. Clone a DB

Correct Answer: ACD
https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/dbaascli.html Using the dbaascli utility,
you can:

Change the password of a database user.

Start and stop a database.

Start and stop the Oracle Net listener

Check the status of the Oracle Data Guard configuration. Perform switchover and failover in an Oracle
Data Guard configuration.

Patch the database deployment.

Perform database recovery.

Rotate the master encryption key.

https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/dbaascli.html
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QUESTION 14

You want an Oracle Cloud Infrastructure (OCI) compute instance in your compartment to make API calls to
other services within OCI without storing credentials in a configuration file.

What do you need to do?

A. Create a dynamic group with appropriate matching rules to include the instance, and reference this group in your IAM
policy statement

B. Instances cannot access services outside their compartment

C. VM instances are treated as users. Create a user, assign the user to that VM instance, and reference the instance in
your ldentity and Access Management (IAM) policy statement

D. By default, all VM instances are created with an instance principal. Reference this instance principal in your IAM
policy statement

Correct Answer: A

QUESTION 15

At the end of a terraform apply operation, what is the default output?

A. nothing by default

B. statistics about what was added, changed, and destroyed

C. the entire state file

D. statistics about what was added, changed, and destroyed, and the values of outputs

Correct Answer: D
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