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QUESTION 1

Which omcli command is used to return the status of the agent?
A. agent property

B. agent status

C. status agent

D. status

Correct Answer: D

QUESTION 2

You want to configure Oracle Identity Cloud Service so that any users who use an IP address that comes from a country
where hacking is rampant are prevented from accessing Oracle Identity Cloud Service.

How would you accomplish this?
A. Define a network perimeter, assign it to a rule of a sign-on policy, and set the access for the rule to be denied.

B. Define a network perimeter, assign it to a rule of a sign-on policy, set the access for the rule to be denied, and define
risk-related conditions in the rule associated with the user\\'s location.

C. Define a network perimeter and assign it to a rule of a sign-on policy.
D. Define a network perimeter.

Correct Answer: A

QUESTION 3

Which three are the main goals of Oracle Identity Security Operations Center (SOC) Framework? (Choose three.)
A. fast and easy deployment of on-premises services through a centralized console

B. a single pane of glass to manage security threats across their on-premises and cloud environments

C. the ability to monitor heterogeneous environments

D. a suite of integrated solutions that work together, and not have to manage multiple solutions

E. the ability to integrate different services through open standards

Correct Answer: ABD

QUESTION 4
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According to the diagram, which Oracle Identity Security Operations Center (SOC) component allows you to monitor
Oracle Human Capital Management (HCM) users\\' activity and access management to avoid service misuse?

A. Oracle CASB Cloud Service

B. Oracle Management Cloud

C. Oracle Database Security

D. Oracle Security Monitoring and Analytics Cloud Service

Correct Answer: D

QUESTION 5

From which Threat Intelligence providers does Oracle CASB Cloud Service receive information?

A. Oracle CASB Cloud Service provides threat intelligence from digital element/Tor/abuse.ch.

B. Oracle CASB Cloud Service provides threat intelligence from digital element/Open Threat Exchange/ MISP.

C. Oracle CASB Cloud Service provides threat intelligence from digital element/Open Threat Exchange/ Cymon.io.
D. Oracle CASB Cloud Service provides threat intelligence from digital element/MISP/Cymon.io.

Correct Answer: A
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QUESTION 6

One of the required tasks for setting up Oracle Security Monitoring and Analytics is "Add Log Analytics entities". After
updating a file that contains the entity definition that you want to add, which omcli command needs to be run?

A. lagent_inst/binfomclisetproperty agent FILENAME
B. /agent_inst/bin/omcli register agent FILENAME

C. /omclisetproperty agent FILENAME

D. /agent_inst/binfomcliadd_entity agent FILENAME

Correct Answer: D

QUESTION 7

Which two types of severity levels can alerts be generated in, when using Security Monitoring and Analytics (SMA)
Cloud Service? (Choose two.)

A. Error

B. Blackout
C. Debug
D. Critical
E. Warning

Correct Answer: DE

QUESTION 8

Which two statements are true about Identity SOC? (Choose two.)

A. Oracle Identity Cloud Service provides SSO only for Cloud applications.

B. Oracle Identity Cloud Service provides SSO for Cloud and on-premises applications.

C. Oracle Identity Cloud Service provides security controls only for Cloud applications such as laaS and SaasS.
D. Oracle CASB Cloud Service provides security controls for on-premises and Cloud applications.

Correct Answer: BD

QUESTION 9
How does a threat progression get identified in Identity SOC?

A. Oracle CASB Cloud Service receives the threat intel from various data sources including Oracle Identity Cloud
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Service, and based on user behavior creates a threat in the Oracle CASB Cloud Service Threat Dashboard.

B. Configuration and Compliance Cloud Service identifies the Configuration drift and forwards it to Oracle CASB Cloud
Service, and based on user behavior identified from Oracle Identity Cloud Service creates the threat based on the risk
score in Oracle CASB Cloud Service Threat dashboard.

C. Oracle Security Monitoring and Analytics Cloud Service receives the threat intel from various data sources including
Oracle Identity Cloud Service and Oracle CASB Cloud Service, and based on user behavior creates a threat based on
the risk score in Oracle Security Monitoring and Analytics Cloud Service Threat dashboard.

D. Oracle Orchestration Cloud Service receives the threat information from Oracle Security Monitoring Cloud Service
and Oracle Identity Cloud Service, and various sources based on the information received from other sources creates a
threat in Oracle CASB Cloud Service Threat dashboard.

Correct Answer: A

QUESTION 10

From the Oracle Management Cloud Security Monitoring and Analytics dashboard, you noticed a threat of key transfer
and suspicious SMB communication activity by a user.

Which two remedial actions will be taken automatically to mitigate some risk? (Choose two.)
A. User added to suspicious data access watchlist

B. Multi-factor Authentication (MFA) is imposed

C. Host anti-virus (AV) update enforced

D. Targets added to file change watchlist

Correct Answer:. AB

QUESTION 11

In your organization you are planning to implement Oracle Identity SOC as a cloud security solution. What are two
reasons for using an Identity SOC Solution? (Choose two.)

A. It incorporates the threat intelligence feeds from IP blacklists and known vulnerable databases only.
B. It uses adaptive ML-based analytics with identity.

C. It provides the ability to have a hybrid enterprise application solution.

D. It provides multiple tools for data operations.

Correct Answer: AB

QUESTION 12

Which two services in Oracle Identity SOC solution have machine learning built into it? (Choose two.)
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A. Oracle Integration Cloud Service

B. Oracle CASB Cloud Service

C. Oracle Security Monitoring and Analytics Cloud Service
D. Oracle Application Performance Monitoring Cloud Service

Correct Answer: AC

QUESTION 13

Which Oracle CASB Cloud Service feature could you use to quickly determine whether there is a concentration of
security threats that is originating from a specific geographic area?

A. Access Map

B. Key Security Indicators
C. Risk Events

D. Reports

Correct Answer: A

QUESTION 14

Suspicious events that you or Oracle CASB Cloud Service determine to be serious, result in an entry in which of these
pages?

A. Configuration, Threat Management
B. Risk Events

C. Incidents

D. Reports

Correct Answer: B

QUESTION 15

Which Oracle Identity Security Operations Center (SOC) component detects SQL query anomalies for any database or
application?

A. Oracle Configuration and Compliance Cloud Service
B. Oracle Identity Cloud Service

C. Oracle Security Monitoring and Analytics Cloud Service
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D. Oracle CASB Cloud Service

Correct Answer: C
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