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QUESTION 1

How can you prevent a user from signing in to Oracle Identity Cloud Service if they are using a device that Oracle
Identity Cloud Service does NOT recognize? 

A. Configure Adaptive Security 

B. Configure identity provider policies 

C. Configure Multi-Factor Authentication 

D. Configure the bridge 

Correct Answer: B 

 

QUESTION 2

Which two types of severity levels can alerts be generated in, when using Security Monitoring and Analytics (SMA)
Cloud Service? (Choose two.) 

A. Error 

B. Blackout 

C. Debug 

D. Critical 

E. Warning 

Correct Answer: DE 

 

QUESTION 3

Which do you configure if you need to supplement the risk events that are automatically created in the Oracle CASB
Cloud Service? 

A. Configure Notifications 

B. Configure Incidents 

C. Configure Custom Risk Events 

D. Configure Custom Policy 

Correct Answer: D 

 

QUESTION 4
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Which Identity SOC Cloud Service supports auto-access to the configurations in dynamic application environments? 

A. Oracle Orchestration Cloud Service 

B. Oracle Configuration and Compliance Cloud Service 

C. Oracle Identity Cloud Service 

D. Oracle Log Analytics Cloud Service 

Correct Answer: C 

 

QUESTION 5

Your company is in the banking industry and offers financial services to the public online. You just became aware of a
Phishing attack on your customers. This attack prompts your clients to log into fake websites with their password. As the
system administrator, what can you turn on with Oracle Security Monitoring and Analytics Cloud Service that could help
protect your clients? 

A. Lock all user accounts 

B. Send out notifications to clients to change their password. 

C. Turn on multi factor authentication 

D. Disable online access 

Correct Answer: B 

 

QUESTION 6

Which Oracle Identity Security Operations Center (SOC) component detects SQL query anomalies for any database or
application? 

A. Oracle Configuration and Compliance Cloud Service 

B. Oracle Identity Cloud Service 

C. Oracle Security Monitoring and Analytics Cloud Service 

D. Oracle CASB Cloud Service 

Correct Answer: C 

 

QUESTION 7

Which industry-standard benchmark engine needs to be configured with Oracle Configuration and Compliance Cloud
Service? 

A. General Data Protection Regulation (GDPR) 
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B. Secure Technical Implementation Guides (STIGs) 

C. Open Vulnerability and Assessment Language (OVAL) 

D. Security Content Automation Protocol (SCAP) 

Correct Answer: D 

 

QUESTION 8

Click the exhibit. 

According to the diagram, which Oracle Identity Security Operations Center (SOC) component allows you to monitor
Oracle Human Capital Management (HCM) users\\' activity and access management to avoid service misuse? 

A. Oracle CASB Cloud Service 

B. Oracle Management Cloud 

C. Oracle Database Security 

D. Oracle Security Monitoring and Analytics Cloud Service 

Correct Answer: D 

 

QUESTION 9

How does a threat progression get identified in Identity SOC? 
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A. Oracle CASB Cloud Service receives the threat intel from various data sources including Oracle Identity Cloud
Service, and based on user behavior creates a threat in the Oracle CASB Cloud Service Threat Dashboard. 

B. Configuration and Compliance Cloud Service identifies the Configuration drift and forwards it to Oracle CASB Cloud
Service, and based on user behavior identified from Oracle Identity Cloud Service creates the threat based on the risk
score in Oracle CASB Cloud Service Threat dashboard. 

C. Oracle Security Monitoring and Analytics Cloud Service receives the threat intel from various data sources including
Oracle Identity Cloud Service and Oracle CASB Cloud Service, and based on user behavior creates a threat based on
the risk score in Oracle Security Monitoring and Analytics Cloud Service Threat dashboard. 

D. Oracle Orchestration Cloud Service receives the threat information from Oracle Security Monitoring Cloud Service
and Oracle Identity Cloud Service, and various sources based on the information received from other sources creates a
threat in Oracle CASB Cloud Service Threat dashboard. 

Correct Answer: A 

 

QUESTION 10

From the Oracle Management Cloud dashboard, you noticed a threat or suspicious browsing activity by a user to
execute a brute force attack against an application. 

Which two remedial actions will happen implicitly to mitigate some risk? (Choose two.) 

A. Multi-factor Authentication (MFA) is imposed 

B. User added to suspicious data access watchlist 

C. Application policy gets created 

D. Host AV update enforced 

Correct Answer: AB 

 

QUESTION 11

Which three are key business benefits of Oracle Security Monitoring and Analytics (SMA) Cloud Service? (Choose
three.) 

A. Greater SOC Efficiency 

B. Improved Security and Risk Posture 

C. Synchronize with on-premises directory structures 

D. Automate threat prevention 

E. Rapid Time to Value 

Correct Answer: ABE 
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QUESTION 12

In your organization you are planning to implement Oracle Identity SOC as a cloud security solution. What are two
reasons for using an Identity SOC Solution? (Choose two.) 

A. It incorporates the threat intelligence feeds from IP blacklists and known vulnerable databases only. 

B. It uses adaptive ML-based analytics with identity. 

C. It provides the ability to have a hybrid enterprise application solution. 

D. It provides multiple tools for data operations. 

Correct Answer: AB 

 

QUESTION 13

A customer has a Java application deployed to an on-premises WebLogic server. The application uses WebLogic
authentication mechanism. The customer has access to the source code of this application so it can be built and
redeployed if necessary. 

Which is NOT an option to integrate with Oracle Identity Cloud Service? 

A. Use WebLogic\\'s federation mechanism to delegate authentication to Oracle Identity Cloud Service. 

B. Use Secure Form Fill to automatically log the user in the application using credentials stored in Oracle Identity Cloud
Service repository. 

C. Use WebLogic provider to validate user credentials in Oracle Identity Cloud Service repository. 

D. Use Oracle Identity Cloud Service\\'s Java SDK. 

Correct Answer: C 

 

QUESTION 14

In which Oracle Identity SOC component can you view threats like file integrity anomaly and exfiltration attacks and the
auto remediation action taken for an application? 

A. Oracle CASB Cloud Service 

B. Oracle Identity Cloud Service 

C. Oracle Configuration and Compliance Cloud Service 

D. Oracle Security Monitoring and Analytics Cloud Service 

Correct Answer: A 

 

QUESTION 15
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You want to configure Oracle Identity Cloud Service so that any users who use an IP address that comes from a country
where hacking is rampant are prevented from accessing Oracle Identity Cloud Service. 

How would you accomplish this? 

A. Define a network perimeter, assign it to a rule of a sign-on policy, and set the access for the rule to be denied. 

B. Define a network perimeter, assign it to a rule of a sign-on policy, set the access for the rule to be denied, and define
risk-related conditions in the rule associated with the user\\'s location. 

C. Define a network perimeter and assign it to a rule of a sign-on policy. 

D. Define a network perimeter. 

Correct Answer: A 
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