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QUESTION 1

A Citrix Engineer observes that the servers hosting a critical application are crashing on a regular basis. Which
protection could the engineer implement on a Citrix Web App Firewall in front of the application?

A. Buffer Overflow Check

B. HTML Cross-Site Scripting (XSS)
C. Start URL

D. HTML SQL Injection

Correct Answer: A

QUESTION 2

Scenario: A Citrix Engineer is setting up Citrix Application Delivery Management (ADM) in High Availability (HA) mode.
The engineer creates both nodes and connects them to the same subnet.

Which IP address must the engineer configure on the Citrix ADM HA pair to allow instances to reconnect to Citrix ADM
after a failover?

A. Virtual

B. Cluster
C. Subnet
D. Floating

Correct Answer: D

QUESTION 3

Which protection is applied on a server response from a protected application?
A. Cross-Site Request Forgeries (CSRF)

B. Form Field Consistency

C. HTML Cross-Site Scripting (XSS) D. Safe Object

Correct Answer: D

QUESTION 4
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Scenario: A Citrix Engineer configured signature protections for Citrix Web App Firewall. Signature Auto-Update has
been enabled. Upon reviewing the log files, the engineer notices that the auto update process has an error. In the
settings for Signature Auto Update the engineer notices that the URL is blank.

Which URL should the engineer enter to restore the update process?

A. https://s3.amazonaws.com/NSAppFwSignatures/SignaturesMapping.xml

B. https://download.citrix.com/NSAppFwSignatures/SignaturesMapping.xml

C. https://www.citrix.com/NSAppFwSignatures/SignaturesMapping.xml

D. https://citrix.azure.com/NSAppFwSignatures/SignaturesMapping.xml

Correct Answer: A

Reference: https://support.citrix.com/article/CTX138858

QUESTION 5

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall
policy is bound to the virtual server, the engineer notices that Citrix Web App Firewall is NOT blocking bad requests
from clients. Which tool can help the engineer view the traffic that is passing to and from the client?

A. nstrace

B. nsconmsg

C. syslog

D. aaad.debug

Correct Answer: A

QUESTION 6

Scenario: A Citrix Engineer creates a Responder policy to redirect users attempting to access an application protected
with Citrix Web App Firewall. Instead of being redirected, users are seeing an "Access Denied\\' page.

This is happening because Citrix Web App Firewall is processed. (Choose the correct option to complete the sentence.)
A. before Responder, and the redirection is invalid

B. after Responder, but the violation is applied to prevent access

C. before Responder, and a violation is occurring

D. after Responder, and the redirection is invalid

Correct Answer: C
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QUESTION 7

Which data populates the Events Dashboard?
A. Syslog messages

B. SNMP trap messages

C. API calls

D. AppFlow IPFIX records

Correct Answer: A

QUESTION 8

A Citrix Engineer reviews the App Dashboard and notices that three of the monitored applications have an App Score of
less than 50.

The engineer can interpret the App Score as a metric of application. (Choose the correct option to complete the
sentence.)

A. security, with a lower score indicating better security

B. performance and availability, with a higher score indicating better health
C. performance and availability, with a lower score indicating better health
D. security, with a higher score indicating better security

Correct Answer: B

QUESTION 9

Scenario: During application troubleshooting, a Citrix Engineer notices that response traffic received from a protected
web application is NOT matching what the web server is sending out. The engineer is concerned that someone is trying
to disrupt caching behavior.

Which action is the Citrix Web App Firewall performing that would trigger this false positive?

A. Removing the Last-Modified header

B. Inserting a hidden form field

C. Removing the Accept-Encoding header

D. Modifying and adding cookies in the response

Correct Answer: A
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QUESTION 10

Scenario: A Citrix Engineer notices that a web page takes a long time to display. Upon further investigation, the
engineer determines that the requested page is referencing 48 other elements for download.

Which Front End Optimization technique can the engineer enable on the Citrix ADC to improve time-todisplay?
A. Shrink to Attributes

B. Remove comments from HTML

C. Domain Sharding

D. Move to Head Tag

Correct Answer: A

QUESTION 11

Scenario: A Citrix Engineer is reviewing the log files for a protected application. The engineer discovers a lot of errors
pertaining to invalid data being supplied by users.

Which protection can the engineer implement at the Citrix Web App Firewall to reduce these errors?
A. Field Format

B. Cross-Site Request Forgeries (CSRF)

C. Form Field Consistency

D. HTML SQL Injection

Correct Answer: C

QUESTION 12

Which protection can a Citrix Engineer implement to prevent a hacker from extracting a customer list from the company
website?

A. Cross-Site Request Forgeries (CSRF)
B. Form Field Consistency

C. HTML Cross-Site Scripting (XSS)

D. HTML SQL Injection

Correct Answer: D
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QUESTION 13

Which license must be present on the Citrix ADC for the Citrix Application Delivery Management (ADM) Service to
generate HDX Insight reports that present one year\\'s worth of data?

A. Advanced
B. Premium Plus
C. Premium
D. Standard

Correct Answer: C

QUESTION 14

Which Citrix Application Delivery Management (ADM) Analytics page allows a Citrix Engineer to monitor web application
traffic?

A. Web Insight
B. WAN Insight
C. HDX Insight
D. Gateway Insight
Correct Answer: A

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management- service/analytics/hdxinsight.html

QUESTION 15

Scenaho: A Citrix Engineer needs to block requests from a list of IP addresses in a database maintained by the Security
team. The Security team has built a web application that will send a response of either "Blocked" or "Allowed," based on
whether the given IP address is on the list.

Which expression should the engineer use to extract the status for policy processing?

A. HTTP.RES.STATUS

B. HTTP.RES.HEADERfConnection")

C. HTTP.RES.BODY(1000)

D. HTTP.RES.CONTENT LENGTH.GT(0)

Correct Answer: B
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