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QUESTION 1

Which two security checks invoke sessionization? (Choose two.) 

A. CSRF Form Tagging 

B. Field Formats 

C. Form Field Consistency 

D. HTML Cross-Site Scripting 

Correct Answer: AC 

 

QUESTION 2

A Citrix Engineer is configuring an Application Firewall Policy to protect a website. Which expression will the engineer
use in the policy? 

A. HTTP.RES.IS_VALID 

B. HTTP.REQ.HOSTNAME.EQ ("true") 

C. HTTP.RES.HEADER ("hostname").EQ ("true") 

D. HTTP.REQ.IS_VALID 

Correct Answer: B 

 

 

QUESTION 3

Scenario: A Citrix Engineer configures an Application Firewall HTML SQL Injection Check and sets it to BLOCK and to
use SQLSplCharANDKeyword as the SQL injection type. The engineer checks the logs and finds that nothing is being
blocked. 

What can be the cause of the Application Firewall failing to block the attack? 

A. The request contains SQL Wildcard Characters. 

B. The request neither contains SQL Special Characters nor keywords. 

C. The request only contains SQL Special Characters. 

D. The request only contains SQL keywords. 

Correct Answer: B 
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QUESTION 4

The NetScaler logging client server can be installed and configured to store the log for ___________. (Choose the
correct option to complete the sentence.) 

A. HTTP and HTTPS active connections on the NetScaler 

B. HTTP and HTTPS requests processed by the NetScaler 

C. statistics of the HTTP and HTTPS web sites load balanced on NetScaler 

D. status of all the HTTP and HTTPS backend web servers 

Correct Answer: B 

 

QUESTION 5

A Citrix Engineer needs generate and present a NetScaler PCI-DSS report to management. The report should include a
PCI-DSS summary of the required security measures for PCI-DSS compliance. 

Where can the engineer generate the report from? 

A. Documentation > Nitro API 

B. Reporting> System 

C. Dashboard>System Overview 

D. Configuration>System>Reports 

Correct Answer: D 

 

 

QUESTION 6

Which NetScaler Management Analytics System (NMAS) feature can the Citrix Engineer use to convert configuration
tasks performed using the GUI to CLI commands? 

A. Master Configuration 

B. Inbuilt Template 

C. Record-and-Play 

D. Configuration Template 

Correct Answer: C 
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QUESTION 7

Scenario: A Citrix Engineer has created a default admin user with username Admin1 and password `nsroot\\' for the
tenant example-online. However, the tenant administrator is unable to log in as username Admin1 and password
`nsroot\\'. 

Which action resolves this problem? 

A. User should use the system administrator credentials to login. 

B. The user BIND DN should be specified. 

C. The default password must be change before login. 

D. User should enter username as example-online\Admin1. 

Correct Answer: B 

 

QUESTION 8

Scenario: A Citrix Engineer configured an HTTP Denial-of-Service (DoS) protection policy by setting the Surge Queue
depth to 300. The surge queue reaches a size of 308, triggering the NetScaler "attack" mode. The HTTP DoS window
mechanism is left at the default size which, when reached, will trigger "noattack" mode. 

Which queue depth value must the Surge Queue be to trigger the "no-attack" mode? 

A. size should be less than 280. 

B. size should be 300. 

C. size should be 290. 

D. size should be between 280 and 300. 

Correct Answer: A 

 

 

QUESTION 9

A Citrix Engineer has deployed Front-end Optimization on NetScaler. The following are the snippets of the content
before and after optimization. 

Before Optimization: Which optimization technique has been applied to the content? 
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A. Convert linked JavaScript to inline JavaScript 

B. Minify JavaScript 

C. Move JavaScript to End of Body Tag 
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D. Inline JavaScript 

Correct Answer: B 

 

 

QUESTION 10

How can a Citrix Engineer configure a specific LDAP attribute in the nFactor implementation? 

A. Specify the attribute in the LDAP server attributes field. 

B. Change the order of the policies. 

C. Add the attribute on the nFactor traffic policy. 

D. Change the login schema and add the new attribute. 

Correct Answer: D 

 

QUESTION 11

Which TCP flag will the NetScaler Application Firewall module send in response to a malformed/non-RFC complaint
request from a client? 

A. FIN+ACK packet with a window size set to 9845 

B. RST packet with a window size set to 9845 

C. RST +ACK packet with a window size set to 0 

D. FIN packet with a window size set to 0 

Correct Answer: B 

 

QUESTION 12

The NetScaler processes HTTP/2 web client connections to the backend web servers by _________. (Choose the
correct option to complete the sentence.) 

A. Converting the HTTP/2 headers to HTTP/1.1 headers and forwarding them to the web servers. 

B. Dropping HTTP/2 requests as it is NOT supported by web servers. 

C. Passing- through all HTTP/2 traffic to the web servers. 

D. Converting HTTP/2 to HTTP 0.9 and forwarding the packets to the web servers. 

Correct Answer: A 
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QUESTION 13

Which three options can be used to specify the destination of an HTTP Callout? (Choose three.) 

A. Load balancing Virtual server 

B. Global server load balancing Virtual server 

C. NetScaler Gateway Virtual server 

D. Content switching Virtual server 

E. Cache redirection Virtual server 

Correct Answer: ADE 

 

 

QUESTION 14

What can a Citrix Engineer do to decrease browser load times by increasing the number of parallel connections to the
resource? 

A. Configure Domain Sharding. 

B. Add more web servers. 

C. Block JavaScript on client browsers. 

D. Do NOT allow HTML websites. 

Correct Answer: A 

 

 

QUESTION 15

Which reason can cause fail over in a NetScaler Management and Analytics System (NMAS) High Availability pair? 

A. A secondary server loses connectivity in the LAN. 

B. The engineer manually forces the secondary server to shut down. 

C. A primary server encounters a critical software issue. 

D. A primary server does NOT receive the SNMP traps from the instances connected. 

Correct Answer: C 
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