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QUESTION 1

Scenario: A Citrix Engineer has two datacenters: Site A, the main datacenter and Site B, the secondary datacenter.
Both datacenters have Citrix App Layering 4.3 installed. 

How can the engineer ensure that all layers are available in Site A and Site B? 

A. Reconfigure ELM Site A and ELM Site B to use DFSR for all layers 

B. Configure layer synchronization directly between ELM Site A and ELM Site B using the Citrix App Layering console 

C. Export all the Standard Layers directly from ELM Site A to ELM Site B and export all other layers to a Windows
Share, then import them to Site B 

D. Export all layers from ELM Site A to a Windows Share, then import them to Site B 

Correct Answer: A 

 

QUESTION 2

Scenario: A Citrix Engineer is maintaining a Citrix Virtual Apps and Desktops environment with both internal and
external users and has deployed Workspace Environment Management (WEM) within the infrastructure to provide
resources to users within their sessions. 

The engineer has recently added a network printer to WEM under the Actions node, using the New Network Printer
dialog tab, and wants to limit this printer usage to internal Citrix users, as shown below: Internal users utilize Windows
10 only External users Windows 10 and Windows 2016 machines The server network IP address range is from
192.168.10.1 to 192.168.10.200 Citrix LAN users are all within IP address scope of 192.168.20.50 to 192.168.20.90 The
external users are on a public domain The Everyone group has already been added to the Assignments node within the
WEM console 

The engineer needs to create a Condition based on ______________ from within the Filters node and ______________
the Matching Result field within WEM to complete this task. 

A. OS Platform type; select Windows 10 from 

B. Client IP Address Match; add the IP address range 192.168.20.50 to 192.168.20.90 to 

C. IP Address Match; add the IP address range 192.168.10.1 to 192.168.10.200 to 

D. Client OS; select Windows 10 from 

Correct Answer: B 

 

 

QUESTION 3

Which FlexCast Management Architecture (FMA) service failure can cause issues, when accessing Citrix Studio? 

A. Citrix Analytics 
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B. Citrix Configuration Logging Service 

C. Citrix Broker Service 

D. Citrix Configuration Service 

Correct Answer: C 

 

QUESTION 4

Within Workspace Environment Management (WEM), the engineer needs to increase the default Active Directory
search timeout value of __________ under the__________ option of Active Directory Objects to correct this issue. 

A. 1000; Advanced 

B. 1000; Rules 

C. 500; Advanced 

D. 500; Rules 

Correct Answer: A 

 

QUESTION 5

Which tool allows a Citrix Engineer to monitor and identify inconsistent or suspicious activities on the network? 

A. Citrix Monitor 

B. Citrix ADC 

C. Citrix Director 

D. Citrix Analytics 

Correct Answer: D 

Explanation: Citrix Analytics is an intuitive analytics service that allows administrators to monitor and identify
inconsistent or suspicious activity on the networks. A turn-key machine learning platform that provides actionable
insights into user behavior based on indicators across users, endpoints, network traffic, and files. 

Reference: https://docs.citrix.com/en-us/tech-zone/design/reference-architectures/citrix-analytics.html 

 

QUESTION 6

Which two components are hosted in Citrix Cloud when using Workspace Environment Management (WEM) service?
(Choose two.) 

A. Microsoft SQL Server database 

B. Active Directory Infrastructure 
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C. WEM Infrastructure Service 

D. All machines with WEM Agent installed 

Correct Answer: AC 

Reference: https://docs.citrix.com/en-us/workspace-environment-management/service.html 

 

QUESTION 7

A Citrix Engineer is looking for ways to secure the Virtual Delivery Agent (VDA) in the Citrix Virtual Apps and Desktops
environment. 

Which three steps should the engineer follow to secure the VDA? (Choose three.) 

A. Add the certificate on Citrix Gateway 

B. Enable TLS on the Delivery Controllers 

C. Add the certificate to the VDA 

D. Enable TLS on the VDA 

E. Add the certificate on the StoreFront server 

Correct Answer: ADE 

 

QUESTION 8

Scenario: A Citrix Engineer configured two Sites: Production and Disaster Recovery. During an outage in the Production
Site, the Virtual Delivery Agent (VDA) registration in the Disaster Recovery Site has failed. 

What are two possible causes for this issue? (Choose two.) 

A. TCP port 443 is NOT open between the VDA and Delivery Controllers on the Disaster Recovery Site 

B. The VDA is configured with a GPO to register with the Delivery Controllers from the Production Site 

C. The Delivery Controllers were set manually during VDA configuration and point to the Production Site 

D. The Delivery Controllers in the Disaster Recovery Site were NOT able to contact the Delivery Controllers in the
Production Site to complete the registration process 

Correct Answer: AD 

 

QUESTION 9

Which type of application does the User Layer support? 

A. Applications that modify the network stack 
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B. Applications that modify hardware 

C. Applications with boot level drivers 

D. Applications that contain add-ins 

Correct Answer: D 

Reference: https://docs.citrix.com/en-us/citrix-app-layering/4/layer/enable-user-layers.html 

 

QUESTION 10

In which two situations should a Citrix Engineer consider using Elastic App Layers? (Choose two.) 

A. A few managers need to be able to install applications when accessing a layered image. 

B. Specific applications have compatibility issues and are needed by all users in the company. 

C. A specific suite of applications exhibits performance issues for users. 

D. A specific application is only needed by a few users in the Marketing department. 

E. A number of custom Human Resource applications are utilized by a few managers within the company. 

Correct Answer: AD 

 

QUESTION 11

Scenario: A Citrix Engineer is maintaining a Citrix Virtual Apps environment. The engineer has recently noticed two
single-threaded applications consistently consuming 25% of the CPU resources, causing substantial performance
issues for users of these servers. The engineer has deployed Workspace Environment Management (WEM) within the
infrastructure and enabled CPU Spikes Protection. 

What else can the engineer enable within WEM to address this issue? 

A. Exclude Specified Processes and add the two problem applications 

B. Process Affinity and add the two problem applications 

C. CPU Clamping and set it to 10% for the two problem applications 

D. Limit Sample Time and set it to 10% for the two problem applications 

Correct Answer: C 

 

QUESTION 12

Scenario: A Citrix Engineer is managing a large environment with multiple locations. The setup is as follows: 

-The setup has a single Citrix Virtual Apps and Desktops site with multiple zones such as a Primary zone 
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and 3 Satellite zones. 

-Virtual Delivery Agents (VDAs) are available for all applications in all 3 Satellite zones. 

-An application \\'app1\\' has its application database located in Satellite zone. 

-As a sovereign mandate, it is desirable that this application database should NOT be accessible from 

zones 2 and 3. 

-The application does NOT create any database cache and cannot work if the database is NOT 

reachable. 

-The outage is acceptable for complying with the sovereign mandate. 

Which zone preference should the engineer configure to achieve this setup? 

A. Mandatory application home to Satellite zone 1 

B. User home to Satellite zone 1 

C. Mandatory user home to Satellite zone 1 

D. Application home to Satellite zone 1 

Correct Answer: D 

 

 

QUESTION 13

From which component does a Delivery Controller get load index session distribution? 

A. Virtual Delivery Agent (VDA) machines 

B. Citrix Director 

C. Citrix policies 

D. Site database 

Correct Answer: A 

Reference: https://blog.citrix24.com/xenapp-7-15-vda-load-index-explained/ 

 

QUESTION 14

Scenario: A Citrix Engineer is deploying a Citrix Virtual Apps and Desktops environment. The engineer noticed some
Virtual Delivery Agent (VDA) machines are having registration issues. 

Which three items should the engineer review within the company infrastructure to determine the root cause of the
issue? (Choose three.) 
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A. Time synchronization (NTP) configuration of the VDA machines with the domain 

B. The SSL certificates on the VDA machines and the Delivery Controller servers 

C. The VDA machines registry setting for ListOfDDCs entries 

D. DNS configurations on either the VDA machines or the Delivery Controller servers 

E. A firewall with a blocked or failing inbound port 8080 

Correct Answer: ACD 

 

QUESTION 15

What is the first step that the Enterprise Layer Manager (ELM) server takes when creating application layers? 

A. Once the engineer manually creates the packaging machine, the ELM server initiates a connection to the packaging
machine 

B. Once a packaging machine is created, the next step is to finalize the targeted installation, using the application
layering finalization software 

C. Once the process to create a layer is initiated from the Layering Management Console, the ELM server then uses a
connector to build a packaging machine 

D. Once the packaging machine is finalized, any application installation or configuration should be performed and
completed 

Correct Answer: C 
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