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QUESTION 1

Scenario: A Citrix Administrator configured the policies below: 

POLICY 1: add rewrite action ACT_1 corrupt_http_header Accept-Encoding add rewrite policy POL_1
HTTP.REQ.IS_VALID ACT_1 

POLICY 2: 

add rewrite action ACT_2 insert_http_header Accept-Encoding "\"identity\"" 

add rewrite policy POL_2 "HTTP.REQ.IS_VALID" ACT_2 

Which set of commands can the administrator use to bind the rewrite policies to the LB vserver lb_vsrv so 

that POL_2 is evaluated after POL_1 is evaluated successfully? 

A. bind lb vserver lb_vsrv -policyName POL_1 -priority 110 -gotoPriorityExpression NEXT -type REQUEST bind lb
vserver lb_vsrv -policyName POL_2 -priority 100 -gotoPriorityExpression END -type REQUEST 

B. bind lb vserver lb_vsrv -policyName POL_1 -priority 90 -type REQUEST bind lb vserver lb_vsrv -policyName POL_2
-priority 100 -type REQUEST 

C. bind lb vserver lb_vsrv -policyName POL_1 -priority 90 -gotoPriorityExpression END -type REQUEST bind lb vserver
lb_vsrv -policyName POL_2 -priority 80 -gotoPriorityExpression NEXT -type REQUEST 

D. bind lb vserver lb_vsrv -policyName POL_1 -priority 90 -gotoPriorityExpression NEXT -type REQUEST bind lb
vserver lb_vsrv -policyName POL_2 -priority 100 -gotoPriorityExpression END -type REQUEST 

Correct Answer: A 

 

QUESTION 2

Scenario: A Citrix ADC MPX is using one of four available 10G ports. A Citrix Administrator discovers a traffic bottleneck
at the Citrix ADC. 

What can the administrator do to increase bandwidth on the Citrix ADC? 

A. Add two more 10G Citrix ADC ports to the network and configure VLAN. 

B. Add another 10G Citrix ADC port to the switch, and configure link aggregation control protocol (LACP). 

C. Purchase another Citrix ADC MPX appliance. 

D. Plug another 10G Citrix ADC port into the router. 

Correct Answer: A 

 

QUESTION 3

Scenario: A Citrix Administrator deployed a Citrix ADC in one-arm mode. Currently, the VLANs 20, 30, and 40 are
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tagged on the interface with the option of `tagall\\'. 

What is true regarding the VLANs, when `tagall\\' is enabled on the interface? 

A. VLANS 1, 20, 30, 40, and HA packets are tagged on the interface. 

B. VLANS 20, 30, and 40 are tagged on the interface. 

C. VLANS 1, 20, 30, and 40 are tagged on the interface. 

D. VLANS 20, 30, 40, and HA packets are tagged on the interface. 

Correct Answer: C 

 

QUESTION 4

Scenario: A Citrix Administrator needs to test a SAML authentication deployment to be used by internal users while
accessing several externally hosted applications. During testing, the administrator notices that after successfully
accessing any partner application, subsequent applications seem to launch without any explicit authentication request. 

Which statement is true regarding the behavior described above? 

A. It is expected if the Citrix ADC appliance is the common SAML identity provider (IdP) for all partners. 

B. It is expected due to SAML authentication successfully logging on to all internal applications. 

C. It is expected if all partner organizations use a common SAML service provider (SP). 

D. It indicates the SAML authentication has failed and the next available protocol was used. 

Correct Answer: B 

 

QUESTION 5

A Citrix Administrator needs to integrate an existing certification-based authentication policy into an existing Citrix
Gateway virtual server. 

Which three steps can the administrator take to accomplish this? (Choose three.) 

A. Bind the existing CERT authentication policy to the Citrix Gateway virtual server. 

B. Enable the two-factor option on the existing CERT authentication profile. 

C. Enable client authentication on the SSL parameters of the virtual server. 

D. Change the client certificate to mandatory on the SSL parameters of the virtual server. 

E. Create a CERT authentication policy and bind it to the Citrix Gateway virtual server. 

Correct Answer: CDE 

Reference: https://docs.citrix.com/en-us/citrix-gateway/current-release/authentication-authorization/ configure-client-cert-
authentication/ng-client-cert-vserver-and-bind-tsk.html 
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QUESTION 6

Scenario: While attempting to access a web server that is load-balanced by a Citrix ADC using HTTPS, a user receives
the message below: 

SSL/TLS error: You have not chosen to trust "Certificate Authority" the issuer of the server\\'s security certificate. 

What can a Citrix Administrator do to prevent users from getting this message? 

A. Ensure that the server certificate is linked to its respective intermediate and root certificates. 

B. Ensure that users have the server certificate installed. 

C. Ensure that users have the certificate\\'s private key. 

D. Ensure that users have the certificate\\'s public key. 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/citrix-gateway/12-1/citrix-gateway-12.1.pdf 

 

QUESTION 7

Scenario: A Citrix Administrator suspects an attack on a load-balancing virtual server (IP address 192.168.100.25). The
administrator needs to restrict access to this virtual server for 10 minutes. 

Which access control list (ACL) will accomplish this? 

A. add ns acl rule1 DENY -destIP 192.168.100.25 -TTL 600000 

B. add simpleacl rule1 DENY -srcIP 192.168.100.25 -TTL 600000 

C. add ns acl rule1 DENY -destIP 192.168.100.25 -TTL 600 

D. add simpleacl rule1 DENY -srcIP 192.168.100.25 -TTL 600 

Correct Answer: D 

 

QUESTION 8

Which scenario will cause automatic high availability (HA) synchronization to fail? 

A. Different build versions 

B. A configuration change to the primary Citrix ADC 

C. A forced failover 

D. Manually forced synchronization 

Correct Answer: D 
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Reference: https://support.citrix.com/article/CTX124439 

 

QUESTION 9

Scenario: A Citrix Administrator currently manages a Citrix ADC environment for a growing retail company that may
soon double its business volume. A Citrix ADC MPX 5901 is currently handling web and SSL transactions, but is close
to full capacity. Due to the forecasted growth, the administrator needs to find a cost-effective solution. 

Which cost-effective recommendation can the administrator provide to management to handle the growth? 

A. A license upgrade to a Citrix ADC MPX 5905 

B. The addition of another MPX 5901 appliance 

C. A hardware upgrade to a Citrix ADC MPX 8905 

D. A hardware upgrade to a Citrix ADC SDX 15020 

Correct Answer: A 

 

QUESTION 10

A Citrix Administrator configured a Citrix Gateway virtual server for authentication, but there is no authentication policy
bound to the virtual server. 

Which authentication binding point will the Citrix ADC evaluate next? 

A. Override global 

B. Group 

C. Default global 

D. User 

Correct Answer: D 

 

QUESTION 11

A Citrix Administrator configured a load-balancing virtual server to utilize the least bandwidth load-balancing method. A
service attached to this virtual server is brought into the effective state during production hours. 

During the startup of a virtual server, which load-balancing method is used by default? 

A. Round-robin 

B. Least connections 

C. Least bandwidth 

D. Custom load 
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Correct Answer: B 

Reference: https://support.citrix.com/article/CTX108886 

 

QUESTION 12

Scenario: While performing a disaster recovery test, a Citrix Administrator decides to failover the Citrix ADC high
availability (HA) pair appliances. The administrator notices that the failover is NOT working as expected, and the
secondary Citrix ADC is NOT taking over as primary. The administrator suspects that networking issues may be causing
the failure. 

What could be the cause of this issue? 

A. HA monitoring is enabled on an interface of the secondary node that shows as ENABLED, DOWN. 

B. HA monitoring is enabled on a disabled interface of the primary node. 

C. HA heartbeats are only seen on some enabled interfaces of the secondary node. 

D. The Independent Network Configuration (INC) mode is enabled on the primary node. 

Correct Answer: A 

 

QUESTION 13

What does a Citrix Administrator need to configure to allow access to Citrix Virtual Apps and Desktops without the use
of a VPN or a clientless-access connection? 

A. Ciphers group 

B. SSL profile 

C. Net profile 

D. ICA proxy 

Correct Answer: D 

Reference: https://www.carlstalhood.com/category/netscaler/netscaler-12/netscaler-gateway-12/ 

 

QUESTION 14

Which Citrix Gateway feature should a Citrix Administrator configure to allow traffic for specific iOS applications only? 

A. Full SSL VPN tunnel for iOS 

B. Per app VPN tunnel 

C. Split DNS 

D. SmartControl for iOS 
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Correct Answer: B 

Reference: https://docs.citrix.com/en-us/citrix-gateway/citrix-gateway-clients/set-up-sso-for-ios-users.html 

 

QUESTION 15

Scenario: To meet the security requirements of the organization, a Citrix Administrator needs to configure 

a Citrix Gateway virtual server with time-outs for user sessions triggered by the behaviors below: 

Inactivity for at least 15 minutes. 

No keyboard or mouse activity for at least 15 minutes 

Which set of time-out settings can the administrator configure to meet the requirements? 

A. Session time-out and client idle time-out set to 15 

B. Session time-out and forced time-out set to 15 

C. Client idle time-out and forced time-out set to 15 

D. Client idle time-out and forced time-out set to 900 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/citrix-gateway/current-release/vpn-user-config/configure-
pluginconnections/configure-time-out-settings.html 
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