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QUESTION 1

Which VMware Carbon Black Cloud function allows an administrator to remotely run commands on protected
endpoints? 

A. Live Query 

B. Alert Triage 

C. Investigate 

D. Live Response 

Correct Answer: A 

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (26) 

 

QUESTION 2

Which three are VMware Workspace ONE SDK capabilities? (Choose three.) 

A. data loss prevention 

B. find my device 

C. single sign-on 

D. geofencing 

E. application blacklist 

Correct Answer: ACD 

 

 

QUESTION 3

What is one of the limitations of traditional Antivirus when compared to Next Generation Antivirus? 

A. Traditional AV does not need a client installed on the machines to function 

B. Traditional AV focuses on signature or definition based threats 

C. Traditional AV requires integration with a SIEM to use the next generation features 

D. Traditional AV does not provide a dashboard 

Correct Answer: B 
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QUESTION 4

Which four alert filters are available in the VMware Carbon Black Cloud Investigate page? (Choose four.) 

A. Watchlist 

B. Target Value 

C. Policy 

D. Security Alert List 

E. Effective Reputation 

F. Alert Severity 

Correct Answer: ABCF 

 

 

QUESTION 5

In Workspace ONE Intelligence, which of the following is a role that can be assigned to an administrator account? 

A. Super User 

B. Helpdesk 

C. Read-only 

D. Automater 

Correct Answer: A 

 

 

QUESTION 6

Refer to the exhibit. 

Which statement is true about the firewall rule? 

A. It is a gateway firewall applied to a Tier-0 gateway that drops traffic on port 22 
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B. It is a distributed firewall applied to App-Services, DB-Servers and Web-Servers that rejects traffic on port 22 

C. It is a distributed firewall applied to App-Services, DB-Servers and Web-Servers that drops traffic on port 22 

D. It is a gateway firewall applied to a Tier-0 gateway that rejects traffic on port 22 

Correct Answer: A 

 

 

QUESTION 7

Which would require a Layer 7 Firewall? 

A. block a specific port 

B. block a subnet range 

C. block a host 

D. block a specific application 

Correct Answer: D 

 

 

QUESTION 8

What is the default user\\'s network range when creating a new access policy rule in Workspace ONE Access? 

A. 10.0.0.0/8 

B. ALL RANGES 

C. 192.168.0.0/16 

D. LOCAL SUBNET 

Correct Answer: B 

 

 

QUESTION 9

Which three are key features of VMware Carbon Black Cloud Enterprise EDR? (Choose three.) 

A. self-service security remediation 

B. continuous and centralized recording 

C. attack chain visualization and search 
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D. live response for remote remediation 

E. frequent Antivirus pattern updates 

Correct Answer: BCD 

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/docs/vmwcb-enterprise-edr-
datasheet.pdf (2) 

 

QUESTION 10

VMware\\'s Intrinsic Security layer includes functionality for which control points? 

A. networks, workloads, endpoints, identity, and clouds 

B. applications, workloads, devices, identity, virtual infrastructure 

C. networks, containers, devices, users, and VMware Cloud 

D. applications, users, networks, data center perimeter, vSphere 

Correct Answer: A 

Reference: https://www.globalknowledge.com/en-gb/resources/articles/what-is-intrinsic-security 
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