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QUESTION 1

When the feature ______________ is ON, the Gateway does not block DNS requests that were identified as malicious.
Instead it sends a false response with a bogus IP address to the client. 

A. Malware DNS Blacklist 

B. Malware DNS Trap 

C. Malware DNS Sinkhole 

D. Malware DNS Blackhole 

Correct Answer: B 

 

QUESTION 2

What is the name of the Check Point cloud-driven Knowledgebase? 

A. ThreatSpect 

B. ThreatCloud 

C. ThreatWiki 

D. ThreatEmulator 

Correct Answer: C 

 

QUESTION 3

What is the main purpose of the ThreatCloud? 

A. It is used in conjunction with IPS. 

B. This is the place where ThreatWiki fetches the actual information. 

C. It feeds security gateway software blades (i.e. Anti-Virus and Anti-Bot) with real-time security intelligence. 

D. It is a database used by SANS institute (formerly known as StormCenter). 

Correct Answer: C 

 

QUESTION 4

A customer does not own Check Point Gateways, but he wants to use Threat Emulation Service to detect SMTP Zero-
Day vulnerabilities. What is his option? 

A. Needs to buy a Check Point security gateway. 
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B. Purchase TE cloud service. 

C. Use SMTP plug-in on his exchange server. 

D. Needs to install Mail Transfer Agent on his firewall. 

Correct Answer: B 

 

QUESTION 5

How can SmartEvent be launched out of SmartDashboard? 

A. Threat Prevention Tab > Launch SmartEvent 

B. Menu SmartConsole > SmartEvent 

C. Menu SmartConsole > SmartEvent or Threat Prevention Tab > Analyze and Report 

D. SmartEvent has always to be launched via Start > Programs 

Correct Answer: C 

 

QUESTION 6

Which of these statements describes the Check Point ThreatCloud? 

A. A worldwide collaborative security network 

B. Prevents vulnerability exploits 

C. Controls access to web sites based on category 

D. Blocks or limits usage of web applications 

Correct Answer: A 

 

QUESTION 7

Damage from a bot attack can take place after the bot compromises a machine. Which of the following represents the
order by which this process takes place? The bot: 

A. infects a machine, communicates with its command and control handlers, and penetrates the organization. 

B. penetrates the organization, infects a machine, and communicates with its command and control handlers. 

C. communicates with its command and control handlers, infects a machine, and penetrates the organization. 

D. penetrates the organization, communicates with its command and control handlers, and infects a machine. 

Correct Answer: B 
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QUESTION 8

Which of these is a Check Point Firewall attribute? 

A. Malicious P2P application protection 

B. Buffer overflow prevention 

C. Worm injection blocking 

D. Granular access control 

Correct Answer: D 

 

QUESTION 9

Can the Anti-Bot software blade be enabled on a Secure Web Gateway as well? 

A. Yes, this is an optional blade for the Secure Web Gateway. 

B. No, Anti-Bot needs to be part of the Threat Prevention Appliance. 

C. Yes, it can be enabled if IPS is enabled as well. 

D. Yes, Anti-Bot is always enabled together with Identity Awareness. 

Correct Answer: A 

 

QUESTION 10

When configuring Anti-Bot and Anti-Virus, you notice the following error in the Update Status of the Gateways page: 
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What is the most likely cause of this error? 

A. The Security Gateway is not licensed for Anti-Bot and Anti-Virus inspection. 

B. There are no updates available for the participating gateway. 

C. The Anti-Bot and Anti-Virus policy is not installed on the gateway. 

D. You do not have DNS or proxy settings configured for the gateway. 

Correct Answer: D 
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