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QUESTION 1

Fill in the blank: When LDAP is integrated with Check Point Security Management, it is then referred to as _______ 

A. UserCheck 

B. User Directory 

C. User Administration 

D. User Center 

Correct Answer: B 

Check Point User Directory integrates LDAP, and other external user management technologies, with the Check Point
solution. If you have a large user count, we recommend that you use an external user management database such as
LDAP for enhanced Security Management Server performance. 

Reference: https://sc1.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?topic=documents/R80/
CP_R80_SecMGMT/118981 

 

QUESTION 2

Can multiple administrators connect to a Security Management Server at the same time? 

A. No, only one can be connected 

B. Yes, all administrators can modify a network object at the same time 

C. Yes, every administrator has their own username, and works in a session that is independent of other administrators 

D. Yes, but only one has the right to write 

Correct Answer: C 

Reference: https://sc1.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?topic=documents/R80/
CP_R80_SecMGMT/124265 

 

QUESTION 3

Which rule is responsible for the user authentication failure? 
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A. Rule 4 

B. Rule 6 

C. Rule 3 

D. Rule 5 

Correct Answer: C 

 

QUESTION 4

If there are two administrators logged in at the same time to the SmartConsole, and there are objects locked for editing,
what must be done to make them available to other administrators? Choose the BEST answer. 

A. Delete older versions of database. 

B. Publish or discard the session. 

C. Revert the session. 

D. Save and install the Policy. 

Correct Answer: B 

 

QUESTION 5

Which command is used to obtain the configuration lock in Gaia? 

A. Lock database override 

B. Unlock database override 

C. Unlock database lock 

D. Lock database user 

Correct Answer: A 
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Obtaining a Configuration Lock 

1.

 lock database override 

2.

 unlock database 

Reference: https://sc1.checkpoint.com/documents/R76/CP_R76_Gaia_WebAdmin/75697.htm#o73091 

 

QUESTION 6

Which of the following is an authentication method used for Identity Awareness? 

A. SSL 

B. Captive Portal 

C. PKI 

D. RSA 

Correct Answer: B 

 

QUESTION 7

Fill in the blanks: There are ________ types of software containers ________. 

A. Three; security management, Security Gateway, and endpoint security 

B. Three; Security gateway, endpoint security, and gateway management 

C. Two; security management and endpoint security 

D. Two; endpoint security and Security Gateway 

Correct Answer: A 

There are three types of Software Containers: Security Management, Security Gateway, and Endpoint Security. 

Reference: http://downloads.checkpoint.com/dc/download.htm?ID=11608 

 

QUESTION 8

Which of the following is NOT a component of Check Point Capsule? 

A. Capsule Docs 

B. Capsule Cloud 
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C. Capsule Enterprise 

D. Capsule Workspace 

Correct Answer: C 

Reference: https://www.checkpoint.com/download/products/sg-capsule-solution.pdf 

 

QUESTION 9

Which of the following ClusterXL modes uses a non-unicast MAC address for the cluster IP address. 

A. High Availability 

B. Load Sharing Multicast 

C. Load Sharing Pivot 

D. Master/Backup 

Correct Answer: B 

: 

ClusterXL uses the Multicast mechanism to associate the virtual cluster IP addresses with all cluster members. By
binding these IP addresses to a Multicast MAC address, it ensures that all packets sent to the cluster, acting as a
gateway, will 

reach all members in the cluster. 

Reference: 

https://sc1.checkpoint.com/documents/R76/CP_R76_ClusterXL_AdminGuide/7292.htm 

 

QUESTION 10

Which policy type is used to enforce bandwidth and traffic control rules? 

A. Threat Emulation 

B. Access Control 

C. QoS 

D. Threat Prevention 

Correct Answer: C 

Check Point\\'s QoS Solution QoS is a policy-based QoS management solution from Check Point Software
Technologies Ltd., satisfies your needs for a bandwidth management solution. QoS is a unique, software-only based
application that manages traffic end-to-end across networks, by distributing enforcement throughout network hardware
and software. Reference: https://sc1.checkpoint.com/documents/R76/CP_R76_QoS_AdminGuide/index.html 
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QUESTION 11

Which tool allows automatic update of Gaia OS and Check Point products installed on Gaia OS? 

A. CPDAS - Check Point Deployment Agent Service 

B. CPUSE - Check Point Upgrade Service Engine 

C. CPASE - Check Point Automatic Service Engine 

D. CPAUE - Check Point Automatic Update Engine 

Correct Answer: B 

 

QUESTION 12

Which Check Point software blade provides visibility of users, groups and machines while also providing access control
through identity-based policies? 

A. Firewall 

B. Identity Awareness 

C. Application Control 

D. URL Filtering 

Correct Answer: B 

Check Point Identity Awareness Software Blade provides granular visibility of users, groups and machines, providing
unmatched application and access control through the creation of accurate, identity-based policies. Centralized 

management and monitoring allows for policies to be managed from a single, unified console. 

Reference: https://www.checkpoint.com/products/identity-awareness-software-blade/ 

 

QUESTION 13

Why is a Central License the preferred and recommended method of licensing? 

A. Central Licensing ties to the IP address of the management server and is not dependent on the IP of any gateway in
the event it changes. 

B. Central Licensing actually not supported with Gaia. 

C. Central Licensing ties to the IP address of a gateway and can be changed to any gateway if needed. 

D. Central Licensing is the only option when deploying Gaia. 

Correct Answer: A 
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QUESTION 14

You are the administrator for Alpha Corp. You have logged into your R80 Management server. You are making some
changes in the Rule Base and notice that rule No.6 has a pencil icon next to it. 

What does this mean? 

A. The rule No.6 has been marked for deletion in your Management session. 

B. The rule No.6 has been marked for deletion in another Management session. 

C. The rule No.6 has been marked for editing in your Management session. 

D. The rule No.6 has been marked for editing in another Management session. 

Correct Answer: C 

 

QUESTION 15

What is the purpose of the Stealth Rule? 

A. To prevent users from directly connecting to a Security Gateway. 

B. To reduce the number of rules in the database. 

C. To reduce the amount of logs for performance issues. 

D. To hide the gateway from the Internet. 

Correct Answer: A 

Reference: http://www.pearsonitcertification.com/articles/article.aspx?p=387728andseqNum=3 
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