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QUESTION 1

What must a Security Administrator do to comply with a management requirement to log all traffic accepted through the
perimeter Security Gateway? 

A. In Global Properties > Reporting Tools check the box Enable tracking all rules (including rules marked as None in the
Track column). Send these logs to a secondary log server for a complete logging history. Use your normal log server for
standard logging for troubleshooting. 

B. Install the View Implicit Rules package using SmartUpdate. 

C. Define two log servers on the R77 Gateway object. Enable Log Implied Rules on the first log server. Enable Log Rule
Base on the second log server. Use SmartReporter to merge the two log server records into the same database for
HIPPA log audits. 

D. Check the Log Implied Rules Globally box on the R77 Gateway object. 

Correct Answer: A 

 

QUESTION 2

A _______ rule is used to prevent all traffic going to the R77 Security Gateway. 

A. IPS 

B. Cleanup 

C. Reject 

D. Stealth 

Correct Answer: D 

 

QUESTION 3

You are running the license_upgrade tool on your GAiA Gateway. Which of the following can you NOT do with the
upgrade tool? 

A. Perform the actual license-upgrade process 

B. Simulate the license-upgrade process 

C. View the licenses in the SmartUpdate License Repository 

D. View the status of currently installed licenses 

Correct Answer: C 

 

QUESTION 4
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Central license management allows a Security Administrator to perform which of the following functions? 

1. 

Check for expired licenses. 

2. 

Sort licenses and view license properties. 

3. 

Attach both R77 Central and Local licesnes to a remote module. 

4. 

Delete both R77 Local Licenses and Central licenses from a remote module. 

5. 

Add or remove a license to or from the license repository. 

6. 

Attach and/or delete only R77 Central licenses to a remote module (not Local licenses). 

A. 1, 2, 5, and 6 

B. 2, 3, 4, and 5 

C. 2, 5, and 6 

D. 1, 2, 3, 4, and 5 

Correct Answer: D 

 

QUESTION 5

Which rule position in the Rule Base should hold the Cleanup Rule? Why? 

A. First. It explicitly accepts otherwise dropped traffic. 

B. Last. It explicitly drops otherwise accepted traffic. 

C. Last. It serves a logging function before the implicit drop. 

D. Before last followed by the Stealth Rule. 

Correct Answer: C 

 

QUESTION 6

A third-shift Security Administrator configured and installed a new Security Policy early this morning. When you arrive,
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he tells you that he has been receiving complaints that Internet access is very slow. You suspect the Security Gateway
virtual memory might be the problem. Which SmartConsole component would you use to verify this? 

A. Eventia Analyzer 

B. SmartView Tracker 

C. SmartView Monitor 

D. This information can only be viewed with the command fw ctl pstat from the CLI. 

Correct Answer: C 

 

QUESTION 7

Which authentication type permits five different sign-on methods in the authentication properties window? 

A. Client Authentication 

B. Manual Authentication 

C. User Authentication 

D. Session Authentication 

Correct Answer: A 

 

QUESTION 8

Which component functions as the Internal Certificate Authority for R77? 

A. Security Gateway 

B. Management Server 

C. Policy Server 

D. SmartLSM 

Correct Answer: B 

 

QUESTION 9

Which Security Gateway R77 configuration setting forces the Client Authentication authorization time-out to refresh,
each time a new user is authenticated? The: 

A. Time properties, adjusted on the user objects for each user, in the Client Authentication rule Source. 

B. IPS > Application Intelligence > Client Authentication > Refresh User Timeout option enabled. 

C. Refreshable Timeout setting, in Client Authentication Action Properties > Limits. 
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D. Global Properties > Authentication parameters, adjusted to allow for Regular Client Refreshment. 

Correct Answer: C 

 

QUESTION 10

Which type of R77 Security Server does not provide User Authentication? 

A. SMTP Security Server 

B. HTTP Security Server 

C. FTP Security Server 

D. HTTPS Security Server 

Correct Answer: A 

 

QUESTION 11

UDP packets are delivered if they are ___________. 

A. a stateful ACK to a valid SYN-SYN/ACK on the inverse UDP ports and IP 

B. a valid response to an allowed request on the inverse UDP ports and IP 

C. bypassing the kernel by the forwarding layer of ClusterXL 

D. referenced in the SAM related dynamic tables 

Correct Answer: B 

 

QUESTION 12

You want to establish a VPN, using certificates. Your VPN will exchange certificates with an external partner. Which of
the following activities should you do first? 

A. Create a new logical-server object to represent your partner\\'s CA. 

B. Exchange exported CA keys and use them to create a new server object to represent your partner\\'s Certificate
Authority (CA). 

C. Manually import your partner\\'s Certificate Revocation List. 

D. Manually import your partner\\'s Access Control List. 

Correct Answer: B 

 

QUESTION 13
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Which R77 GUI would you use to see the number of packets accepted since the last policy install? 

A. SmartView Monitor 

B. SmartView Tracker 

C. SmartDashboard 

D. SmartView Status 

Correct Answer: A 

 

QUESTION 14

Your bank\\'s distributed R77 installation has Security Gateways up for renewal. Which SmartConsole application will
tell you which Security Gateways have licenses that will expire within the next 30 days? 

A. SmartView Tracker 

B. SmartPortal 

C. SmartUpdate 

D. SmartDashboard 

Correct Answer: C 

 

QUESTION 15

A digital signature: 

A. Guarantees the authenticity and integrity of a message. 

B. Automatically exchanges shared keys. 

C. Decrypts data to its original form. 

D. Provides a secure key exchange mechanism over the Internet. 

Correct Answer: A 
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