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QUESTION 1

What happens in relation to the CRL cache after a cpstop and cpstart have been initiated?

A. The Gateway retrieves a new CRL on startup, and discards the old CRL as invalid.

B. The Gateway continues to use the old CRL, as long as it is valid.

C. The Gateway continuous to use the old CRL even if it is not valid, until a new CRL is cashed.

D. The Gateway issues a crl_zap on startup, which empties the cache and forces certificate retrieval.

Correct Answer: B

QUESTION 2

What gives administrators more flexibility when configuring Captive Portal instead of LDAP query for Identity Awareness
authentication?

A. Captive Portal is more secure than standard LDAP

B. Captive Portal is more transparent to the user

C. Nothing, LDAP query is required when configuring Captive Portal
D. Captive Portal works with both configured users and guests

Correct Answer: D

QUESTION 3

The customer has a small Check Point installation which includes one Windows 2003 server as SmartConsole and
Security Management Server with a second server running SecurePlatform as Security Gateway. This is an example of
a(n):

A. Hybrid Installation.

B. Unsupported configuration.

C. Distributed Installation.

D. Stand-Alone Installation.

Correct Answer: C

QUESTION 4

What CANNOT be configured for existing connections during a policy install?
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A. Keep all connections
B. Keep data connections
C. Reset all connections
D. Re-match connections

Correct Answer: C

QUESTION 5

Which rule should be the Cleanup Rule in the Rule Base?
A. Last. It serves a logging function before the implicit drop.
B. Last, it explicitly drops otherwise accepted traffic

C. Before last followed by the Stealth Rule.

D. First, it explicitly accepts otherwise dropped traffic.

Correct Answer: A

QUESTION 6

Where can an administrator specify the notification action to be taken by the firewall in the event that available disk
space drops below 15%?

A. Real Time Monitor / Gateway Settings / Status Monitor

B. SmartView Tracker / Audit Tab / Gateway Counters

C. This can only be monitored by a user-defined script.

D. SmartView Monitor / Gateway Status / Threshold Settings

Correct Answer: D

QUESTION 7

What is the difference between Standard and Specific Sign On methods?

A. Standard Sign On allows the user to be automatically authorized for all services that the rule allows, but re-
authenticate for each host to which he is trying to connect. Specific Sign On requires that the user re-authenticate for

each service.

B. Standard Sign On requires the user to re-authenticate for each service and each host to which he is trying to connect.
Specific Sign On allows the user to sign on only to a specific IP address.

C. Standard Sign On allows the user to be automatically authorized for all services that the rule allows. Specific Sign On
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requires that the user re-authenticate for each service and each host to which he is trying to connect.

D. Standard Sign On allows the user to be automatically authorized for all services that the rule allows. Specific Sign On
requires that the user re-authenticate for each service specifically defined in the window Specific Action Properties.

Correct Answer: C

QUESTION 8
Which of the following statements BEST describes Check Point\\'s Hide Network Address Translation method?

A. Many-to-one NAT which implements PAT (Port Address Translation) for accomplishing both Source and Destination
IP address translation

B. Translates many destination IP addresses into one destination IP address
C. Translates many source IP addresses into one source IP address

D. One-to-one NAT which implements PAT (Port Address Translation) for accomplishing both Source and Destination
IP address translation

Correct Answer: C

QUESTION 9

Amy is unsure that her nightly backup configured from the Check Point backup tool is working. If she logged into her
Gateway using SSH, in which directory would she find her nightly backups?

A. lopt/backups

B. /var/CPbackup/backups
C. /backups

D. /var/backups

Correct Answer: B

QUESTION 10

Which of the following is a hash algorithm?
A. DES

B. IDEA

C. MD5

D. 3DES

Correct Answer: C
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QUESTION 11

The button Get Address, found on the Host Node Object > General Properties page, will retrieve what?
A. The domain name

B. The fully qualified domain name

C. The Mac address

D. The IP address

Correct Answer: D

QUESTION 12

Which command would provide the most comprehensive diagnostic information to Check Point Technical Support?
A. diag

B. cpinfo -0 date.cpinfo.txt

C. netstat > date.netstat.txt

D. cpstat > date.cpatat.txt

Correct Answer: B

QUESTION 13

The R75 fw monitor utility is used to troubleshoot which of the following problems?
A. Phase two key negotiation

B. User data base corruption

C. Log Consolidation Engine

D. Traffic issues

Correct Answer: D

QUESTION 14
Captive Portal may be used with HTTPS:
A. No, it only works with FTP

B. Yes
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C. No, it only works with FTP and HTTP
D. No, it only works with HTTP

Correct Answer: B

QUESTION 15

You administer a large, geographically distributed network. The Internet connection at a remote site failed during the
weekend, and the Security Gateway logged locally for over 48 hours. It is possible that the logs may have consumed
most of the free space on the Gateway\\'s hard disk. Which SmartConsole application displays the percent of free hard-
disk space on the remote Security Gateway?

A. SmartView Tracker

B. SmartView Monitor

C. This information can only be viewed with fw ctl pstat command from the CLI

D. Eventia Analyzer

Correct Answer: B
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