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QUESTION 1

If an administrator creates a new administrative user,

A. by default, the new administrator must use a SecurlD token to log in.

B. the administrator creating the new user must have at least a Super Admin role.

C. by default, the new user has permissions identical to the administrator creating the new user.

D. permissions granted to the new user can not exceed those of the administrator creating the new user.

Correct Answer: D

QUESTION 2

The term "Secured by RSA" is most closely associated with
A. An RSA token device.

B. Asecure directory server.

C. An Authentication Agent device.

D. AManaged Security Provider company.

Correct Answer: C

QUESTION 3

If Windows Password Integration is enabled and a Fixed Passcode is assigned to a user, it is important that the Fixed
Passcode have the same number of characters as the user\\'s Windows password.

A. False
B. True

Correct Answer: B

QUESTION 4

What circumstance would allow an administrator to have read/write access to an RSA Authentication Manager database
on a Replica instance?
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A. The Replica is first promoted to a Primary instance.

B. The Replica instance is in a different domain from the Primary instance.
C. The database service on the Replica instance is running in Offline mode.
D. The Replica does not have a network connection to the Primary instance.

Correct Answer: A

QUESTION 5

If the access time range allowed for a group is specified as 8 AM to 6 PM each weekday, which statement about a
group member\\'s login is true?

A. All group members will be logged out automatically at 6 PM.

B. A user will be prompted to renew their login each day after 8 AM.

C. A user\\'s individual access times override a group\\'s access time range.

D. Once logged in during the allowed time period, a user can remain logged in indefinitely.

Correct Answer: D

QUESTION 6

The Identity Attribute parameter is useful for

A. Ignoring users with duplicate user names.

B. Storing additional information in a user record.

C. Specifying a user\\'s LDAP CN and account password.

D. Allowing a user to authenticate transparently among multiple domains.

Correct Answer: B

QUESTION 7
Which one of the following statements concerning an RSA Authentication Manager Identity Source is true?
A. An Identity Source can only be assigned to one user.

B. An Identity Source can only be associated with one User Group.
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C. Multiple Identity Sources can be mapped to Authentication Manager.
D. An Identity Source must include at least one external Security Domain.

Correct Answer: C

QUESTION 8

Dynamic Seed Provisioning allows secure distribution of:
A. Node Secret files to Authentication Agents.

B. RSA SecurlD hardware tokens to end users.

C. Software token information to end user devices.

D. Configuration information to Authentication Agents.

Correct Answer: C

QUESTION 9

The Operations Console allows administrators to modify attributes defined in RADIUS dictionary files.
A. True

B. False

Correct Answer: A

QUESTION 10

An RSA Authentication Manager Enterprise license will allow which of the following to be added to a Primary instance?
A. multiple Replica instances

B. Risk-Based authentication capability

C. On-Demand authentication capability

D. Business Continuity Option (BCO) capability

Correct Answer: A

QUESTION 11

The term "Silent Collection” refers to gathering information about a user\\'s access and authentication patterns.
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A. True
B. False

Correct Answer: A

QUESTION 12

Within which RSA Authentication Manager menu would you configure the number of incorrect PASSCODES that will
invoke Next Tokencode Mode?

A. Policies

B. System Setup

C. Identity Settings
D. RADIUS Lockout

Correct Answer: A

QUESTION 13

Offline Authentication capability allows:

A. an On-demand tokencode to be used in place of an RSA SecurlD passcode

B. an Authentication Agent to verify user passcodes in the event that an instance is unavailable

C. alist of RSA SecurlD passcodes to be stored in a text file in the event that an instance is unavailable
D. user authentication with an RSA SecurlD token when their computer is disconnected from a network

Correct Answer: D

QUESTION 14

When is the user PIN established?

A. when the useraccountis first created

B. at the time a token is first assigned to a user

C. upon the first successful authentication with the token

D. after the user successfully enters two sequential tokencodes
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Correct Answer: C

QUESTION 15

If a Super Admin administrator can view a certain set of user records in the Authentication Manager database but a Help
Desk administrator can NOT view the same records,

A. the Help Desk administrator should be assigned a Super Admin role.

B. the Help Desk administrator may not have the scope to view these users.

C. the user accounts have been marked as "hidden" for Help Desk level administrators.

D. the Help Desk administrator must be a member of the same Security Domain as the users to view them.

Correct Answer: B
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