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QUESTION 1

Which of the following BEST describes the team that acts as a referee during a penetration-testing exercise?
A. White team

B. Purple team

C. Green team

D. Blue team

E. Red team

Correct Answer: A

QUESTION 2

Which of the following should a data owner require all personnel to sign to legally protect intellectual property?
A. An NDA

B. An AUP

C. An ISA

D. An MOU

Correct Answer: A

QUESTION 3

A security engineer is installing a WF io protect the company\\'s website from malicious wed requests over SSL, Which
of the following is needed io meet the objective?

A. A reverse proxy

B. A decryption certificate
C. A split-tunnel VPN

D. Load-balanced servers
Correct Answer: B

WAF can only block abnormal traffic by filtering the plaintext data.

QUESTION 4
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An analyst visits an internet forum looking for information about a tool. The analyst finds a threat that appears to contain
relevant information. One of the posts says the following:

Hello everyone,
I am having the same problem with my server. Can you help me?

<script type= “text/javascript” src=http://website.com/user.js>
Onload=sglexesc():
</script>

Thank you,

Joe

Which of the following BEST describes the attack that was attempted against the forum readers?

A. SOU attack

B. DLL attack

C. XSS attack

D. API attack

Correct Answer: C

Cross-site scripting attacks may occur anywhere that possibly malicious users are allowed to post unregulated material
to a trusted website for the consumption of other valid users. The most common example can be found in bulletin-board

websites which provide web based mailing list-style functionality. https://owasp.org/www-community/attacks/xss/
https://www.acunetix.com/websitesecurity/cross-site-scripting/

QUESTION 5

While troubleshooting a service disruption on a mission-critical server, a technician discovered the user account that
was configured to run automated processes was disabled because the user\\'s password failed to meet password
complexity

requirements.

Which of the following would be the BEST solution to securely prevent future issues?

A. Using an administrator account to run the processes and disabling the account when it is not in use

B. Implementing a shared account the team can use to run automated processes

C. Configuring a service account to run the processes

D. Removing the password complexity requirements for the user account

Correct Answer: C
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A service account is a user account that is created specifically to run automated processes and services. These
accounts are typically not associated with an individual user, and are used for running background services and
scheduled tasks. By configuring a service account to run the automated processes, you can ensure that the account will
not be disabled due to password complexity requirements and other user- related issues. Reference: CompTIA
Security+ Study Guide (SY0-601) 7th Edition by Emmett Dulaney, Chuck Easttom
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