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QUESTION 1

An organization plans to transition the intrusion detection and prevention techniques on a critical subnet to an anomaly-
based system. Which of the following does the organization need to determine for this to be successful? 

A. The baseline 

B. The endpoint configurations 

C. The adversary behavior profiles 

D. The IPS signatures 

Correct Answer: D 

 

QUESTION 2

A penetration tester is crawling a target website that is available to the public. Which of the following represents the
actions the penetration tester is performing? 

A. URL hijacking 

B. Reconnaissance 

C. White box testing 

D. Escalation of privilege 

Correct Answer: B 

 

QUESTION 3

A security analyst receives a notification from the IDS after working hours, indicating a spike in network traffic. Which of
the following BEST describes this type of IDS? 

A. Anomaly-based 

B. Stateful 

C. Host-based 

D. Signature-based 

Correct Answer: A 

 

QUESTION 4

A technician is evaluating a security appliance solution. The company needs a system that continues to pass traffic if
the system crashes. Which of the following appliance feature would BEST meet the company\\'s needs? 
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A. Fall closed. 

B. Fall Secure 

C. Fall Safe 

D. Fall open 

Correct Answer: D 

 

QUESTION 5

An administrator intends to configure an IPSec solution that provides ESP with integrity protection, but not confidentiality
protection. Which of the following AES modes of operation would meet this integrity-only requirement? 

A. HMAC 

B. PCBC 

C. CBC 

D. GCM 

E. CFB 

Correct Answer: A 
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