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QUESTION 1

A company wants to provide centralized authentication for its wireless system. The wireless authentication system must
integrate with the directory back end. Which of the following is a AAA solution that will provide the required wireless
authentication? 

A. TACACS+ 

B. MSCHAPv2 

C. RADIUS 

D. LDAP 

Correct Answer: C 

 

 

QUESTION 2

An organization prefers to apply account permissions to groups and not individual users, but allows for exceptions that
are justified. Some systems require a machine-to-machine data exchange and an associated account to perform this
data exchange. One particular system has data in a folder that must be modified by another system. No user requires
access to this folder; only the other system needs access to this folder. Which of the following is the BEST account
management practice? 

A. Create a service account and apply the necessary permissions directly to the service account itself 

B. Create a service account group, place the service account in the group, and apply the permissions on the group 

C. Create a guest account and restrict the permissions to only the folder with the data 

D. Create a generic account that will only be used for accessing the folder, but disable the account until it is needed for
the data exchange 

E. Create a shared account that administrators can use to exchange the data, but audit the shared account activity 

Correct Answer: A 

 

QUESTION 3

A law firm wants to protect its customers\\' individual information, which is stored at a remote facility, from inadvertently
being compromised through a violation of the security objectives. Which of the following BEST describes the customer
information that is being stored at this facility? 

A. Trade secrets 

B. Personal health information 

C. Proprietary 
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D. Confidential 

Correct Answer: D 

 

QUESTION 4

An organization is expanding its network team. Currently, it has local accounts on all network devices, but with growth, it
wants to move to centrally managed authentication. Which of the following are the BEST solutions for the organization?
(Select TWO) 

A. TACACS+ 

B. CHAP 

C. LDAP 

D. RADIUS 

E. MSCHAPv2 

Correct Answer: AD 

 

QUESTION 5

Which of the following often operates in a client-server architecture to act as a service repository, providing enterprise
consumers access to structured threat Intelligence data? 

A. STIX 

B. CIRT 

C. OSINT 

D. TAXII 

Correct Answer: B 
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