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QUESTION 1

During a penetration test, Joe, an analyst, contacts the target\\'s service desk Impersonating a user, he attempts to
obtain assistance with resetting an email password. Joe claims this needs to be done as soon as possible, as he is the
vice president of sales and does not want to contact the Chief Operations Officer (COO) for approval, since the COO is
on vacation. When challenged. Joe reaffirms that he needs this done immediately, and threatens to contact the service
desk supervisor over the issue. Which of the following social engineering principles is Joe employing in this scenario\\'?
(Select TWO). 

A. Intimidation 

B. Consensus 

C. Familiarity 

D. Scarcity 

E. Authority 

Correct Answer: CE 

 

QUESTION 2

Which of the following strategies should a systems architect use to minimize availability risks due to insufficient storage
capacity? 

A. High availability 

B. Scalability 

C. Distributive allocation 

D. Load balancing 

Correct Answer: B 

 

QUESTION 3

A datacenter engineer wants to ensure an organization\\'s servers have high speed and high redundancy and can
sustain the loss of two physical disks in an array. Which of the following RAID configurations should the engineer
implement to deliver this functionality? 

A. RAID 0 

B. RAID 1 

C. RAID 5 

D. RAID 10 

E. RAID 50 
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Correct Answer: D 

 

QUESTION 4

A security analyst received an after-hours alert indicating that a large number of accounts with the suffix "admin\\'\\' were
locked out. The accounts were all locked out after five unsuccessful login attempts, and no other accounts on the
network triggered the same alert. Which of the following is the BEST explanation for these alerts? 

A. The standard naming convention makes administrator accounts easy to identify, and they were targeted for an
attack. 

B. The administrator accounts do not have rigid password complexity rules, and this made them easier to crack. 

C. The company has implemented time-of-day restrictions, and this triggered a false positive alert when the
administrators tried to log in 

D. The threshold for locking out administrator accounts is too high, and it should be changed from five to three to
prevent unauthorized access attempts. 

Correct Answer: A 

 

QUESTION 5

The Chief Executive Officer (CEO) of a major defense contracting company a traveling overseas for a conference. The
CEO will be taking a laptop. Which of the following should the security administrator implement to ensure confidentiality
of the data if the laptop were to be stolen or lost during the trip? 

A. Remote wipe 

B. Full device encryption 

C. BIOS password 

D. GPS tracking 

Correct Answer: B 
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