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QUESTION 1

A security administrator must implement a system to ensure that invalid certificates are not used by a custom developed
application. The system must be able to check the validity of certificates even when internet access is unavailable.
Which of the following MUST be implemented to support this requirement? 

A. CSR 

B. OCSP 

C. CRL 

D. SSH 

Correct Answer: C 

 

QUESTION 2

In which of the following risk management strategies would cybersecurity insurance be used? 

A. Transference 

B. Avoidance 

C. Acceptance 

D. Mitigation 

Correct Answer: B 

 

QUESTION 3

A preventive control differs from a compensating control in that a preventive control is: 

A. put in place to mitigate a weakness in a user control. 

B. deployed to supplement an existing control that is EOL. 

C. relied on to address gaps in the existing control structure. 

D. designed to specifically mitigate a risk. 

Correct Answer: C 

 

QUESTION 4

A security administrator is implementing a SIEM and needs to ensure events can be compared against each other
based on when the events occurred and were collected. Which of the following does the administrator need to
implement to ensure this can be accomplished? 
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A. TOTP 

B. TKJP 

C. NTP 

D. HOTP 

Correct Answer: C 

 

QUESTION 5

A Chief Information Security Officer (CISO) has tasked a security analyst with assessing the security posture of an
organization and which internal factors would contribute to a security compromise. The analyst performs a walk-through
of the organization and discovers there are multiple instances of unlabeled optical media on office desks. Employees in
the vicinity either do not claim ownership or disavow any knowledge concerning who owns the media. 

Which of the following is the MOST immediate action to be taken? 

A. Confiscate the media and dispose of it in a secure manner as per company policy. 

B. Confiscate the media, insert it into a compter, find out what is on the disc, and then label it and return it to where it
was found. 

C. Confiscate the media and wait for the owner to clain it. If it is not claimed within one month, shred it. 

D. Confiscate the media, insert it into a computer, make a copy of the disc, and then return the original to where it was
found. 

Correct Answer: A 
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