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QUESTION 1

A company was recently audited by a third party. The audit revealed the company\\'s network devices were transferring
files in the clear. Which of the following protocols should the company use to transfer files? 

A. HTTPS 

B. LDAPS 

C. SCP 

D. SNMPv3 

Correct Answer: C 

 

QUESTION 2

Which of the following is a technical preventive control? 

A. Two-factor authentication 

B. DVR-supported cameras 

C. Acceptable-use MOTD 

D. Syslog server 

Correct Answer: A 

 

QUESTION 3

A software developer wants to ensure that the application is verifying that a key is valid before establishing SSL
connections with random remote hosts on the Internet. Which of the following should be used in the code? (Select
TWO.) 

A. Escrowed keys 

B. SSL symmetric encryption key 

C. Software code private key 

D. Remote server public key 

E. OCSP 

Correct Answer: CE 

 

QUESTION 4
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A security analyst is working on a project that requires the implementation of a stream cipher. Which of the following
should the analyst use? 

A. Hash function 

B. Elliptic curve 

C. Symmetric algorithm 

D. Public key cryptography 

Correct Answer: C 

 

 

QUESTION 5

Which of the following metrics are used to calculate the SLE? (Select TWO) 

A. ROI 

B. ARO 

C. ALE 

D. MTBF 

E. MTTF 

F. TCO 

Correct Answer: BC 
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