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QUESTION 1

Joe a network administrator is setting up a virtualization host that has additional storage requirements. Which of the
following protocols should be used to connect the device to the company SAN? (Select Two) 

A. Fibre channel 

B. SCP 

C. iSCSI 

D. FDDI 

E. SSL 

Correct Answer: AC 

 

QUESTION 2

A company has identified a watering hole attack. Which of the following Best describes this type of attack? 

A. Emails are being spoofed to look like they are internal emails 

B. A cloud storage site is attempting to harvest user IDS and passwords 

C. An online news site is hosting ads in iframes from another site 

D. A local restaurant chains online menu is hosting malicious code 

Correct Answer: C 

 

QUESTION 3

A server administrator discovers the web farm is using weak ciphers and wants to ensure that only stronger ciphers are
accepted. Which of the following ciphers should the administrator implement in the load balancer? (Select Two) 

A. SHA-129 

B. DES 

C. MD5 

D. RC4 

E. CRC-32 

Correct Answer: AD 

 

QUESTION 4
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While performing surveillance activities an attacker determines that an organization is using 802.1X to secure LAN
access. Which of the following attack mechanisms can the attacker utilize to bypass the identified network security
controls? 

A. MAC spoofing 

B. Pharming 

C. Xmas attack 

D. ARP poisoning 

Correct Answer: D 

 

QUESTION 5

Which of the following can be used to control specific commands that can be executed on a network infrastructure
device? 

A. LDAP 

B. Kerberos 

C. SAML 

D. TACACS+ 

Correct Answer: D 
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