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QUESTION 1

A security analyst has been notified that trade secrets are being leaked from one of the executives in the corporation.
When reviewing this executive\\'s laptop they notice several pictures of the employee\\'s pets are on the hard drive and
on a cloud storage network. When the analyst hashes the images on the hard drive against the hashes on the cloud
network they do not match. Which of the following describes how the employee is leaking these secrets? 

A. Social engineering 

B. Steganography 

C. Hashing 

D. Digital signatures 

Correct Answer: B 

 

QUESTION 2

The security administrator is analyzing a user\\'s history file on a Unix server to determine if the user was attempting to
break out of a rootjail. Which of the following lines in the user\\'s history log shows evidence that the user attempted to
escape the rootjail? 

A. cd ../../../../bin/bash 

B. whoami 

C. ls /root 

D. sudo -u root 

Correct Answer: A 

 

QUESTION 3

Public key certificates and keys that are compromised or were issued fraudulently are listed on which of the following? 

A. PKI 

B. ACL 

C. CA 

D. CRL 

Correct Answer: D 

 

QUESTION 4
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When designing a new network infrastructure, a security administrator requests that the intranet web server be placed in
an isolated area of the network for security purposes. Which of the following design elements would be implemented to
comply with the security administrator\\'s request? 

A. DMZ 

B. Cloud services 

C. Virtualization 

D. Sandboxing 

Correct Answer: A 

 

QUESTION 5

Recent data loss on financial servers due to security breaches forced the system administrator to harden their systems.
Which of the following algorithms with transport encryption would be implemented to provide the MOST secure web
connections to manage and access these servers? 

A. SSL 

B. TLS 

C. HTTP 

D. FTP 

Correct Answer: B 
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