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QUESTION 1

Which of the following authentication services should be replaced with a more secure alternative? 

A. RADIUS 

B. TACACS 

C. TACACS+ 

D. XTACACS 

Correct Answer: B 

 

QUESTION 2

The security administrator needs to restrict traffic on a layer 3 device to support FTP from a new remote site. Which of
the following secure network administration principles will need to be implemented? 

A. Implicit deny 

B. VLAN management 

C. Port security 

D. Access control lists 

Correct Answer: D 

 

QUESTION 3

Which of the following technologies uses multiple devices to share work? 

A. Switching 

B. Load balancing 

C. RAID 

D. VPN concentrator 

Correct Answer: B 

 

QUESTION 4

A software developer is responsible for writing the code on an accounting application. Another software developer is
responsible for developing code on a system in human resources. Once a year they have to switch roles for several
weeks. Which of the following practices is being implemented? 
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A. Mandatory vacations 

B. Job rotation 

C. Least privilege 

D. Separation of duties 

Correct Answer: B 

 

QUESTION 5

Which of the following wireless protocols could be vulnerable to a brute-force password attack? (Select TWO). 

A. WPA2-PSK 

B. WPA EAP - TLS 

C. WPA2-CCMP 

D. WPA CCMP 

E. WPA - LEAP 

F. WEP 

Correct Answer: AE 
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