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QUESTION 1

The security administrator needs to restrict traffic on a layer 3 device to support FTP from a new remote site. Which of
the following secure network administration principles will need to be implemented? 

A. Implicit deny 

B. VLAN management 

C. Port security 

D. Access control lists 

Correct Answer: D 

 

QUESTION 2

A security administrator has just finished creating a hot site for the company. This implementation relates to which of the
following concepts? 

A. Confidentiality 

B. Availability 

C. Succession planning 

D. Integrity 

Correct Answer: B 

 

QUESTION 3

An IT auditor tests an application as an authenticated user. This is an example of which of the following types of
testing? 

A. Penetration 

B. White box 

C. Black box 

D. Gray box 

Correct Answer: D 

 

QUESTION 4

Drag and drop the correct protocol to its default port. 
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Select and Place: 

Correct Answer: 
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QUESTION 5

Which statement is TRUE about the operation of a packet sniffer? 

A. It can only have one interface on a management network. 

B. They are required for firewall operation and stateful inspection. 

C. The Ethernet card must be placed in promiscuous mode. 

D. It must be placed on a single virtual LAN interface. 
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Correct Answer: C 
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