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QUESTION 1

An administrator is recovering from a Symantec Endpoint Manager (SEPM) site failure. Which file should the
administrator use during an install of SEPM to recover the lost environment according to Symantec Disaster Recovery
Best Practice documentation? 

A. original installation log 

B. recovery_timestamp file 

C. settings.properties file 

D. Sylink.xml file from the SEPM 

Correct Answer: B 

 

QUESTION 2

A company is deploying Symantec Endpoint Protection 12.1 and configuring remediation options within the Virus and
Spyware Protection policy. They are considering enabling "Terminate processes automatically" within the remediation
options. If this feature is enabled, which two characteristics will the user see when the client must terminate a process to
remove or repair a risk? (Select two.) 

A. When this option is enabled, the client automatically takes the necessary action without notifying users. 

B. When a restart is required, the machine automatically reboots and the user is unable to opt out of the restart. 

C. When this option is enabled, the client notifies the user of ending processes to mitigate the threat. 

D. When this option is enabled, the client generates an entry in the Risk logs that a process was terminated
automatically. 

E. When a restart is required, the user is allowed to save data and close open applications or to opt out of the restart. 

Correct Answer: AE 

 

QUESTION 3

Which port is used by default for replication between sites? 

A. 2967 

B. 8014 

C. 8443 

D. 9090 

Correct Answer: C 
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QUESTION 4

A company has a firewall policy with a rule that allows all applications on all ports. An administrator needs to modify the
policy so that it allows Internet Explorer to communicate to any website, but only on port 80 and 443. In addition, the
company only wants this modification to affect traffic from Internet Explorer. The administrator created a new rule at the
top of the ruleset that allows Internet Explorer on port 80 and 443. Which step should the administrator take next? 

A. Move the new rule below the Allow Applications rule. 

B. Delete the Allow All Applications rule. 

C. Modify the Allow All Applications rule to exclude Internet Explorer. 

D. Create a new rule above the Allow All Applications rule to block Internet Explorer. 

Correct Answer: D 

 

QUESTION 5

A company is running the Symantec Endpoint Protection 12.1 firewall and wants to ensure that DNS traffic is allowed.
Which feature should be enabled in the firewall policy? 

A. DNS exception 

B. DNS Lookup 

C. Reverse DNS Lookup 

D. Smart DNS 

Correct Answer: D 
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