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QUESTION 1

A systems administrator needs to configure the company\\'s web server to authenticate using PKI certificates. Which of
the following servers would be queried to validate user credentials? 

A. DHCP server 

B. DNS server 

C. Certificate authority 

D. ACL on web server E. LDAP server 

Correct Answer: C 

 

QUESTION 2

Which of the following RAID levels supports fault tolerance by writing parity to only one drive in the array? 

A. RAID 3 

B. RAID 5 

C. RAID 6 

D. RAID 10 

Correct Answer: A 

 

QUESTION 3

A systems administrator was tasked with decommissioning a server that contains sensitive data. The systems
administrator powered down the server so it was no longer accessible from the network. Two weeks later, during an
investigation by security, it is discovered that an employee within the company accessed the server that morning and
attempted to access the restricted data. Physical security logs show no one entered the server room. Which of the
following hardening techniques was MOST likely neglected on this server? 

A. Enabling intrusion detection 

B. Stopping unneeded services 

C. Installing only required software 

D. Disabling WOL 

Correct Answer: D 

 

QUESTION 4
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A technician has traveled to a company\\'s alternate site to assess current operations of the network infrastructure.
Following the assessment, the technician has informed management that everything is operational, with all applications
and data mirrored. Which of the following types of site does the company have? 

A. Warm site 

B. Cold site 

C. Hot site 

D. Standby site 

Correct Answer: C 

 

QUESTION 5

An administrator checks a server running a RAID 1 with ten drives and notices three drives have blinking amber lights.
Which of the following is the FIRST action the administrator should take? 

A. Reseat the drives one at a time 

B. Inform the users the server is down 

C. Shut down the server and replace the drives 

D. Call support and open a case 

Correct Answer: A 
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