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QUESTION 1

A company uses Amazon GuardDuty. The company\\'s security team wants all High severity findings to automatically
generate a ticket in a third-party ticketing system through email integration. 

Which solution will meet this requirement? 

A. Create a verified identity for the third-party ticketing email system in Amazon Simple Email Service (Amazon SES).
Create an Amazon EventBridge rule that includes an event pattern that matches High severity GuardDuty findings.
Specify the SES identity as the target for the EventBridge rule. 

B. Create an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the third-party ticketing email system
to the SNS topic. Create an Amazon EventBridge rule that includes an event pattern that matches High severity
GuardDuty findings. Specify the SNS topic as the target for the EventBridge rule. 

C. Use the GuardDuty CreateFilter API operation to build a filter in GuardDuty to monitor for High severity findings.
Export the results of the filter to an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the third-party
ticketing email system to the SNS topic. 

D. Use the GuardDuty CreateFilter API operation to build a filter in GuardDuty to monitor for High severity findings.
Create an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the third-party ticketing email system to
the SNS topic. Create an Amazon EventBridge rule that includes an event pattern that matches GuardDuty findings that
are selected by the filter. Specify the SNS topic as the target for the EventBridge rule. 

Correct Answer: B 

The correct answer is B. Create an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the third-party
ticketing email system to the SNS topic. Create an Amazon EventBridge rule that includes an event pattern that
matches High severity GuardDuty findings. Specify the SNS topic as the target for the Event-Bridge rule. According to
the AWS documentation1, you can use Amazon EventBridge to create rules that match events from GuardDuty and
route them to targets such as Amazon SNS topics. You can use event patterns to filter events based on criteria such as
severity, type, or resource. For example, you can create a rule that matches only High severity findings and sends them
to an SNS topic that is subscribed by a third-party ticketing email system. This way, you can automate the creation of
tickets for High severity findings and notify the security team. 

 

QUESTION 2

A company needs complete encryption of the traffic between external users and an application. The company hosts the
application on a fleet of Amazon EC2 instances that run in an Auto Scaling group behind an Application Load Balancer
(ALB). 

How can a security engineer meet these requirements? 

A. Create a new Amazon-issued certificate in AWS Secrets Manager. Export the certificate from Secrets Manager.
Import the certificate into the ALB and the EC2 instances. 

B. Create a new Amazon-issued certificate in AWS Certificate Manager (ACM). Associate the certificate with the ALB.
Export the certificate from ACM. Install the certificate on the EC2 instances. 

C. Import a new third-party certificate into AWS Identity and Access Management (IAM). Export the certificate from IAM.
Associate the certificate with the ALB and the EC2 instances. 

D. Import a new third-party certificate into AWS Certificate Manager (ACM). Associate the certificate with the ALB.
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Install the certificate on the EC2 instances. 

Correct Answer: D 

Import a new third-party certificate into AWS Certificate Manager (ACM). Associate the certificate with the ALB. Install
the certificate on the EC2 instances. 

This answer is correct because it meets the requirements of complete encryption of the traffic between external users
and the application. By importing a third-party certificate into ACM, the security engineer can use it to secure the 

communication between the ALB and the clients. By installing the same certificate on the EC2 instances, the security
engineer can also secure the communication between the ALB and the instances. This way, both the front-end and
back-

end connections are encrypted with SSL/TLS. 

The other options are incorrect because: 

A. Creating a new Amazon-issued certificate in AWS Secrets Manager is not a solution, because AWS Secrets
Manager is not a service for issuing certificates, but for storing and managing secrets such as database credentials and
API keys. AWS Secrets Manager does not integrate with ALB or EC2 for certificate deployment. 

B. Creating a new Amazon-issued certificate in AWS Certificate Manager (ACM) and exporting it from ACM is not a
solution, because ACM does not allow exporting Amazon-issued certificates. ACM only allows exporting private
certificates that are issued by an AWS Private Certificate Authority (CA). C. Importing a new third-party certificate into
AWS Identity and Access Management (IAM) is not a solution, because IAM is not a service for managing certificates,
but for controlling access to AWS resources. IAM does not integrate with ALB or EC2 for certificate deployment. 

References: 

1: How SSL/TLS works 

2: What is AWS Secrets Manager 

3: Exporting an ACM Certificate 

4: Exporting Private Certificates from ACM 

5: What is IAM 

 

QUESTION 3

A company\\'s cloud operations team is responsible for building effective security for IAM cross-account access. The
team asks a security engineer to help troubleshoot why some developers in the developer account (123456789012) in
the developers group are not able to assume a cross-account role (ReadS3) into a production account (999999999999)
to read the contents of an Amazon S3 bucket (productionapp). The two account policies are as follows: Which
recommendations should the security engineer make to resolve this issue? (Select TWO.) 

A. Ask the developers to change their password and use a different web browser. 

B. Ensure that developers are using multi-factor authentication (MFA) when they log in to their developer account as the
developer role. 

C. Modify the production account ReadS3 role policy to allow the PutBucketPolicy action on the productionapp S3
bucket. 
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D. Update the trust relationship policy on the production account S3 role to allow the account number of the developer
account. 

E. Update the developer group permissions in the developer account to allow access to the productionapp S3 bucket. 

Correct Answer: AD 

 

QUESTION 4

A company is building a data processing application that uses AWS Lambda functions The application\\'s Lambda
functions need to communicate with an Amazon RDS OB instance that is deployed within a VPC in the same AWS
account 

Which solution meets these requirements in the MOST secure way? 

A. Configure the DB instance to allow public access Update the DB instance security group to allow access from the
Lambda public address space for the AWS Region 

B. Deploy the Lambda functions inside the VPC Attach a network ACL to the Lambda subnet Provide outbound rule
access to the VPC CIDR range only Update the DB instance security group to allow traffic from 0 0 0 0/0 

C. Deploy the Lambda functions inside the VPC Attach a security group to the Lambda functions Provide outbound rule
access to the VPC CIDR range only Update the DB instance security group to allow traffic from the Lambda security
group 

D. Peer the Lambda default VPC with the VPC that hosts the DB instance to allow direct network access without the
need for security groups 

Correct Answer: C 

The AWS documentation states that you can deploy the Lambda functions inside the VPC and attach a security group
to the Lambda functions. You can then provide outbound rule access to the VPC CIDR range only and update the DB
instance security group to allow traffic from the Lambda security group. This method is the most secure way to meet the
requirements. References: : AWS Lambda Developer Guide 

 

QUESTION 5

A company has contracted with a third party to audit several AWS accounts. To enable the audit, cross-account IAM
roles have been created in each account targeted for audit. The Auditor is having trouble accessing some of the
accounts. 

Which of the following may be causing this problem? (Choose three.) 

A. The external ID used by the Auditor is missing or incorrect. 

B. The Auditor is using the incorrect password. 

C. The Auditor has not been granted sts:AssumeRole for the role in the destination account. 

D. The Amazon EC2 role used by the Auditor must be set to the destination account role. 

E. The secret key used by the Auditor is missing or incorrect. 
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F. The role ARN used by the Auditor is missing or incorrect. 

Correct Answer: ACF 

The following may be causing the problem for the Auditor: 

A. The external ID used by the Auditor is missing or incorrect. This is a possible cause, because the external ID is a
unique identifier that is used to establish a trust relationship between the accounts. The external ID must match the one
that is specified in the role\\'s trust policy in the destination account. C. The Auditor has not been granted
sts:AssumeRole for the role in the destination account. This is a possible cause, because sts:AssumeRole is the API
action that allows the Auditor to assume the cross-account role and obtain temporary credentials. The Auditor must
have an IAM policy that allows them to call sts:AssumeRole for the role ARN in the destination account. F. The role
ARN used by the Auditor is missing or incorrect. This is a possible cause, because the role ARN is the Amazon
Resource Name of the cross-account role that the Auditor wants to assume. The role ARN must be valid and exist in the
destination account. 
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