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QUESTION 1

Which Microsoft 365 compliance feature can you use to encrypt content automatically based on specific conditions?
A. Content Search

B. sensitivity labels

C. retention policies

D. eDiscovery

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=0365-worldwide

QUESTION 2
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

With Windows Hello for Business, a user's biometric data used for authentication

is stored on an external device.

is stored on a local device only.

is stored in Azure Active Directory (Azure AD).

| is replicated to all the devices designated by the user.

Correct Answer:

Answer Area

With Windows Hello for Business, a user's biometric data used for authentication

is stored on an external device.

is stored on a local device only.

is stored in Azure Active Directory (Azure AD).

| is replicated to all the devices designated by the user.
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Biometrics templates are stored locally on a device.

Reference: https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-overview

QUESTION 3

Which feature provides the extended detection and response (XDR) capability of Azure Sentinel?
A. integration with the Microsoft 365 compliance center

B. support for threat hunting

C. integration with Microsoft 365 Defender

D. support for Azure Monitor Workbooks

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/eval-overview?view=0365-worldwide

QUESTION 4

HOTSPOT For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each
correct selection is worth one point

Hot Area:
Statements Yes No
Microsoft Defender for Cloud can detect vulnerabilities and threats O O
for Azure Storage.
Cloud Security Posture Management (CSPM) is available for all O O
Azure subscriptions.
Microsoft Defender for Cloud can evaluate the security of workloads O O

deployed to Azure or on-premises.

Correct Answer:
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Statements Yes No
Microsoft Defender for Cloud can detect vulnerabilities and threats O O
for Azure Storage.
Cloud Securnty Posture Management (CSPM) is available for all O O
Azure subscriptions.
Microsoft Defender for Cloud can evaluate the security of workloads O O

deployed to Azure or on-premises.

Box 1: Yes

From Microsoft Defender for cloud you can enable Microsoft Defender for Storage to get alerted about suspicious
activities related to your storage resources.

Note: Microsoft Defender for Storage is an Azure-native layer of security intelligence that detects unusual and potentially
harmful attempts to access or exploit your storage accounts.

Defender for Storage continually analyzes the telemetry stream generated by the Azure Blob Storage and Azure Files
services. When potentially malicious activities are detected, security alerts are generated. These alerts are displayed in

Microsoft Defender for Cloud, together with the details of the suspicious activity along with the relevant investigation
steps, remediation actions, and security recommendations.

Box 2: No Box 3: Yes
Microsoft Defender for Cloud is a solution for cloud security posture management (CSPM) and cloud workload
protection (CWP) that finds weak spots across your cloud configuration, helps strengthen the overall security posture of

your environment, and can protect workloads across multicloud and hybrid environments from evolving threats.

Microsoft Defender for Servers is one of the plans provided by Microsoft Defender for Cloud\\'s enhanced security
features. Defender for Servers protects your Windows and Linux machines in Azure, AWS, GCP, and on-premises.

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-introduction

QUESTION 5
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Hot Area:

Statements

Conditional access policies can be applied to global administrators.

Conditional access policies are evaluated before a user is authenticated.
Conditional access policies can use a device platform, such as Android or
i0s, as a signal.

Correct Answer:

Statements

Conditional access policies can be applied to global administrators.

Conditional access policies are evaluated before a user is authenticated.

Conditional access policies can use a device platform, such as Android or
i0s, as a signal.

Box 1: Yes

Conditional access policies can be applied to all users

Box 2: No

Conditional access policies are applied after first-factor authentication is completed.

Box 3: Yes

Yes

Yes

No

Users with devices of specific platforms or marked with a specific state can be used when enforcing Conditional Access

policies.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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