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QUESTION 1

You need to configure Microsoft Cloud App Security to generate alerts and trigger remediation actions in response to
external sharing of confidential files. 

Which two actions should you perform in the Cloud App Security portal? Each correct answer presents part of the
solution. 

NOTE: Each correct selection is worth one point. 

A. From Settings, select Information Protection, select Azure Information Protection, and then select Only scan files for
Azure Information Protection classification labels and content inspection warnings from this tenant. 

B. Select Investigate files, and then filter App to Office 365. 

C. Select Investigate files, and then select New policy from search. 

D. From Settings, select Information Protection, select Azure Information Protection, and then select Automatically scan
new files for Azure Information Protection classification labels and content inspection warnings. 

E. From Settings, select Information Protection, select Files, and then enable file monitoring. 

F. Select Investigate files, and then filter File Type to Document. 

Correct Answer: DE 

Reference: https://docs.microsoft.com/en-us/cloud-app-security/tutorial-dlp https://docs.microsoft.com/en-us/cloud-app-
security/azip-integration 

 

QUESTION 2

You have a custom analytics rule to detect threats in Azure Sentinel. 

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO
DISABLED. 

What is a possible cause of the issue? 

A. There are connectivity issues between the data sources and Log Analytics. 

B. The number of alerts exceeded 10,000 within two minutes. 

C. The rule query takes too long to run and times out. 

D. Permissions to one of the data sources of the rule query were modified. 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom 

 

QUESTION 3
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HOTSPOT 

You need to create an advanced hunting query to investigate the executive team issue. 

How should you complete the query? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 4
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A user wants to sign in from a location which has never been used by the other users in your organization. Which
anomaly detection policy will you use if you need to receive a security alert ? 

A. Activity from infrequent country 

B. Activity from anonymous IP addresses 

C. Impossible travel 

D. Malware detection 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy 

 

QUESTION 5

You have the following environment: 

1. 

Azure Sentinel 

2. 

A Microsoft 365 subscription 

3. 

Microsoft Defender for Identity 

4. 

An Azure Active Directory (Azure AD) tenant 

You configure Azure Sentinel to collect security logs from all the Active Directory member servers and domain
controllers. 

You deploy Microsoft Defender for Identity by using standalone sensors. 

You need to ensure that you can detect when sensitive groups are modified in Active Directory. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Configure the Advanced Audit Policy Configuration settings for the domain controllers. 

B. Modify the permissions of the Domain Controllers organizational unit (OU). 

C. Configure auditing in the Microsoft 365 compliance center. 

D. Configure Windows Event Forwarding on the domain controllers. 

Correct Answer: AD 
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Reference: https://docs.microsoft.com/en-us/defender-for-identity/configure-windows-event-collection
https://docs.microsoft.com/en-us/defender-for-identity/configure-event-collection 
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