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QUESTION 1

A company is developing a new system that will unlock a computer automatically when an authorized user sits in front of
it, and then lock the computer when the user leaves. The user does not have to perform any action for this process to
occur. Which of the following technologies provides this capability?

A. Facial recognition

B. Fingerprint scanner

C. Motion detector

D. Smart cards

Correct Answer: A

QUESTION 2

Which of the following implements two-factor authentication?
A. A phone system requiring a PIN to make a call

B. At ATM requiring a credit card and PIN

C. A computer requiring username and password

D. A datacenter mantrap requiring fingerprint and iris scan

Correct Answer: B

QUESTION 3

A consultant has been tasked to assess a client\\'s network. The client reports frequent network outages. Upon viewing
the spanning tree configuration, the consultant notices that an old and law performing edge switch on the network has

been elected to be the root bridge.

Which of the following explains this scenario?

A. The switch also serves as the DHCP server

B. The switch has the lowest MAC address

C. The switch has spanning tree loop protection enabled
D. The switch has the fastest uplink port

Correct Answer: C
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QUESTION 4

A security administrator is developing training for corporate users on basic security principles for personal email
accounts. Which of the following should be mentioned as the MOST secure way for password recovery?

A. Utilizing a single Qfor password recovery

B. Sending a PIN to a smartphone through text message
C. Utilizing CAPTCHA to avoid brute force attacks

D. Use a different e-mail address to recover password

Correct Answer: B

QUESTION 5

A company is currently using the following configuration: IAS server with certificate-based EAP-PEAP and MSCHAP
Unencrypted authentication via PAP

A security administrator needs to configure a new wireless setup with the following configurations: PAP authentication
method PEAP and EAP provide two-factor authentication

Which of the following forms of authentication are being used? (Select two.)
A. PAP

B. PEAP

C. MSCHAP

D. PEAP- MSCHAP

E. EAP

F. EAP-PEAP

Correct Answer: AC
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